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How is security culture and "
awareness being run at ,’/
Old Mutual ‘

+ Central awareness and fraining team which distributes
content

* Running like a marketing function

* Run as a brand (Cyber Heroes)

The team
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@ WHAT WENT WELL

Rethinking the way we approach
awareness.

« Having a clear Cyber Heroes brand and look and feel

« Creating relatable content

« Story telling. Taking the user through a journey

« Understanding your end user and create content with
their perspective in mind

* Engaging with our behavioural economics team
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@ PASSWORD TIPS

MULTI-FACTOR AUTHENTICATION

FOR BEING A
CYBERHERO IN 2021
Multi-factor authentication, or MFA,

Jﬂ!-mOﬂONs OF CYBER ATTACKS " Siea . , requires you to enter a secondary code

When Emotion Takes Over, We v - 1 often sent via text message or an
Click on the Link X ' gl : authenficator app before accessing an
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Haven't completed the compulsory information security fraining,
The Inside Man, yet?
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Then join us for cur watch party where we will be oing ofl the
episodes over fwo sessions, You wil be marked as complele for
waiching 1he sedes. Then all you need 1o do is complele the
Security Awareness Profiency Assessment {o have your fraining
marked os done. 8

There are four siots fo choose from! Look ot
the lastest Now News (seni 01 December) fo
select your slof.
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& WHAT WENT WELL

« Piggybacking on tfrending topics — e.g., Tinder Swindler, Stranger Things
« Using memes, fun content and creating Instagram style competitions




& WHAT WENT WELL

CYBERSECURITY MONTH
« Cyber maze « Talking cybersecurity with CISO and comedian

« Celebrity Feud gameshow « Phishing reporting tournament

INTERNATIONAL CYBER SECURITY




CEO phishing simulation

Unable to use automated phishing tool due
to having to have emails approved

Issues with internal brand feam

Improv group
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