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Session Title:
Security awareness is stale. How can we change it?

Session Synopsis:
Security Awareness has been a focus for security leaders for several years 
now, but the improvements made by picking the ‘lowest hanging fruit’ appear 
to have dried up, and external attackers are still successfully focusing their 
attacks almost entirely on our employees via email, SMS and even voicemail.
When the average click rate is around 12%, and one third of these people will 
hand over credentials, it’s clear that there is still much work to do. But how do 
we make our next security awareness course, more effective than the last one, 
when staff are overloaded with both workload and competing education?
Join our discussion where we will analyse and debate:
· Why do people still click despite the training they’ve had?
· What teaching strategies could we consider going forward, and what are 
the pros and cons of these?
· How do you measure progress?
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• Some executives still think its their technology that is 
under attack. This isn’t the reason anymore. 

• Since digital transformation, the end user has been 
placed at the center of the organization. 

• This plays into the hand of the attacker, as this is where 
their focus is on. 
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• From a defense point of view, organisations look 
at completely different things compared to what 
the attacker will look at.  
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• The attending community have an average to 
mature security awareness within their 
organisations, however the effectiveness of this is 
spread across the board. 
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• Attackers will target the emotional part of a persons brain 
as this is the most vulnerable. This is to stop a persons 
rational side kicking in, to do this they will attack your 
emotions especially when fatigued to gain trust.  
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Extra links to training videos ; 
• Here's a comedy sketch based example for phishing: 

https://www.youtube.com/watch?v=wcXw3q91L7M
• A further link was shared but only for community view. 

https://www.youtube.com/watch?v=wcXw3q91L7M
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Supportive Links :
‘State of the Phish’ Report
https://www.proofpoint.com/uk/resources/threat-reports/state-of-phish
Blog
https://www.proofpoint.com/uk/blog/email-and-cloud-threats/phishing-
prevention-top-concern-todays-cisos
Global report
https://www.proofpoint.com/uk/resources/white-papers/voice-of-the-
ciso-report

https://www.proofpoint.com/uk/resources/threat-reports/state-of-phish
https://www.proofpoint.com/uk/blog/email-and-cloud-threats/phishing-prevention-top-concern-todays-cisos
https://www.proofpoint.com/uk/resources/white-papers/voice-of-the-ciso-report
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Community Questions/Comments
• Debate around is it the content of awareness programs is this problem, the 

content can be fairly consistent. The method and how it is delivered is more 
important and the issue. Feedback needs to be better, using PR and marketing 
teams to help write the content.

• When we say awareness, what are we actually trying to achieve? Do we 
challenge ourselves in terms of the outcomes, stopping people clicking on 
emails, do we want them to report it to the security team. 

• Awareness on its own, doesn’t achieve anything, it needs to be linked to an 
outcome. Understanding those outcomes is the main point. 

• The word ‘Awareness’ focusses your view point on a certain amount of what 
you want to achieve, but not the whole thing. Smoking is a prime example, there
is 100% awareness but people still smoke. Awareness doe not change
behavior. Culture and behavior are the key points we need to be hitting. 

• Getting engagement is helped by putting an at ‘home’ spin on things instead of 
work spin. 

• With organisations that are world wide cause more of a challenge as dealing 
with different cultures throws up different challenges. 

• With including comedy on videos you need to be careful as there is so many 
different humors, this is culture wise as well as individual. Using American 
actors or humor in a a UK organization doesn’t really work. 

• The organisations sector also plays a part, Ie . Automotive industry, was
mentioned that they need to be hit with a point straight away as lack of 
concentration. 

• There needs to be multiple channels of delivery, there isn't a one size fits all.
• This is where focus groups are needed, to understand what is going to work for

each organisations.
• Instead of having 200 modules, a better approach could be to have 10 different

modules but delivered 20 different ways.
• Short and sweet messages to employees, PDA’s and mobiles could also be an 

effective route.
• Q – Do you find there is a size threshold of staff members where internal

training is no longer beneficial, whereby bringing in external teams has a better 
message as it comes from outside the organization? 

• A – This will depend on the delivery method being used, gamification for
example takes up so much time that having external organisations becomes 
more beneficial due to time. External credibility does help, hearing a different 
voice does help. 


