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Food For Thought/Topics Discussed

Session Leader: Anna Collard – Knowbe4
Session Title: Africa’s Security Culture
Session Overview:

Security culture is the ideas, customs, and social behaviours of an 
organization that influence their security and it is directly associated 
with reduced risk. In a recently published KnowBe4 Research report, 
we demonstrated that organizations with poor security culture have a 
risk that is 52 times higher for employees sharing credentials.Anna will 
share findings from KnowBe4 latest research reports, such as our 
global Security Culture report 2021, our Africa’s mobile users and 
privacy report 2021 and any trends we’ve seen from 2019 to 2020 in 
KnowBe4 Africa’s cybersecurity awareness surveys.She will also share 
practical tips on how to improve security culture, what works and what 
doesn’t and lessons learnt from some of our South African 
customers.Join us as we discuss the latest developments in security 
culture, understand some of the key challenges and learn how to 
effectively improve security cultures over time.
Key Takeaways

Security culture defined
Insights from KnowBe4’s latest research reports:

Global Security Culture Report 2021
Africa’s mobile user’s privacy report 2021
Africa’s cybersecurity awareness report

Lessons learned
Steps to successfully changing Security cultures
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• Before we talk about security culture, we have to agree 
on what is it that we’re actually talking about. 

• Organization from Norway that Knowbe4 recently
acquired called ‘Culture’ have specialized in defining
and measuring what security culture really means. By 
using scientific approve, by using how sociologists 
define culture in general. 

• Using survey’s and applying that to the security field. 
Split this up in the following 7 dimensions:
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• 2021 – Security Culture report, the education sector 
hasn’t really approved from the previous year. 
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Session Leader:
We discussed Whatsapp and the fall out from the security 
issues that were raised over the last year: 
• Do you still use Whatsapp?
• Have your organisations stopped using Whatsapp? 
• Do you still use Whatsapp?
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How can we as individuals as well as our organisations
change security awareness? 
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Community Questions :
Q – Has security awareness become stale during the pandemic with it being more 
relevant during the pandemic? 
A – The first few months of the pandemic, there was bigger fish to fry, however it 
came to the fore front of peoples mind. Making it effective in a hybrid world is now 
the challenge
Q – Has Cyber insurance been affected? 
A – Cyber insurance now have certain factors that you have to meet around
security awareness to make sure that your cover is valid.
Q- Do this insurance companies upsell you to include these factors or is it a 
genuine need? 
A – Some insurers are not even quoting, depending on what regions you work with 
in. If your risk profile is high then they won’t even quote. 
Q – Have organisations stopped using WhatsApp and stopped individuals use it? 
A – WhatsApp is still being used, especially for organisations working in different 
countries. Vast majority of people are still using WhatsApp as well as others such 
as signal. Organisations are encouraging people not to share work documents 
through WhatsApp. 
Q – Where does cyber security need to start to improve the culture around it? 
A – It needs to start with parents and school pupils, it needs to be part of schooling 
and what students are being taught. Changing mindset is important so people start 
to look critically at all news and not believe everything you see. 
Q – Is awareness needed right from the top of organisations or are your 
organisations aware what’s needed? 
A – Don’t think its an issue of organisations not awareness , however it’s still an
issue that they don’t see it as an issue, it’s as if people still think ‘it won’t happen to 
us’ 


