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IT STARTS WITH
PEOPLE




ll People the weakest link?

O In 2018 88% of data breaches reported to UK Information

Commissioner's Office were a
Human-Centred Security: Addressing psychological vulnerabilities, p1)
O  Attacks now going than before - email attacks:

90% more targeted on personal level vs 10% malware focused
(Email Threat Report for January - June 2018, FireEye)

O Organisations on average spend 20% of information security
budget on prevention, of which awareness and training

(Kaspersky Lab - On the Money:

Growing IT Security Budgets to Protect Digital Transformation Initiatives 2018, derived
value p9)

O (Threat Report 2022, Digital
and physical worlds collide, January 2020, International Security Forum)

O Changing security models - zero trust, human centric
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WHAT IS TRUST?




ll Trust is complex

O Divided views on what trust is - psychologists

O Dictionary: firm belief in the reliability, truth, or ability of
someone or something.

O Trust = believe system underpinned by specific values that
support an outcome from someone or something in future (a
bet)

Trust helps you build a bridge when the outcome is not certain



ll A short Trust ontology

Personal - Inherent characteristics

Trust Ontology

general

_[ Nature Of Trust H Situational - External Influencers

Dispositional Trust - how you think about others in

Institutional Trust - trust in situation or structures

specific

/—[ Types Of Trust }‘ Interpersonal Trust - how you think about other in

~[ Trust Characteristics [¢|

Integrity

Predictability

Competence

Benevolance

Identity of actors are know to each other

Person can trust that actor will deliver the required
outcome

The financial impact of trusting is know, be it loss or
gain

The competence of a party to deliver to the intended
outcome

{ Trust Decision Inputs }ﬂ

Confidence that value will be transfered

Not aware of the context in which the value transfer
will be concluded

History aware due to past experiences

Third party opinion to support trust appreciation




Example of how involved Trust
Il can be — Human Factors in Cyber Security

Human Factors
DefenderiUser/Attacker

Internal Characteristics External/Environmental Characteristics

Mental Health Physical Health Workload

Expertise Situational Awareness

Figure 1 — Trust Framework of Human Factors in Cyber Security.

Towards a Human Factors Ontology for Cyber Security; Alessandro Oltramari, Diane Henshel & Mariana Cains, Blaine Hoffman;
STIDS 2015 Proceedings Page 30.
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Importance of Trust is
ll recognised

o Legislation - ECT Act, PoPI Act, etc
o Industry trust models - banking, health

o Technology trust models -
authentication, encryption, blockchain,
zero trust

Does everyone recognise the importance of trust?



ll But do we actually get it?

Lo

Customer
phones into
bank to deal
with a query

Agent
authenticates
customer
based on
personal
information
and favourite
pets name
(secret)
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Scenario A — how it use to be

Customer
phones into
bank to deal

1 with a query

Agent
authenticates
customer
based on
personal
information
and favourite
pets name
(secret)

Scenario B —

1. Actor known

2. Expected
outcome

3. Value outcome
known

4. Competence
of party

5. Confidence of
value transfel

6. Context

7. History of pas:
experiences

8. Third party
opinion ‘

how it plays out now

Customer
phones into
bank to deal
with a query

Agent
authenticates
customer
based on
information
bank
collected from
various
sources
without
customer
knowledge

1. Actor known

2. Expected
outcome

3. Value outcome

known >

4. Competence
of party W)

5. Confidence of
value transfe:

6. Context

7. History of past
experiences

8. Third party
opinion
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Ability to drive an experience that instills
trust




Digital Experience - Traditional

Persona Scenario
Jo, 32, g s B +  Communication
Customer » Listening
Experience - Cx S «  Empathy

Awareness Consideration

* Motivation
Asks friends and Browses e-commerce Uses debit card; credit o T REESELS C TrUStWO rthy

co-workers website Sl card not accepted headphones to
*  Humility

friends
o Gives low rating online 1$1\ /1
Searches "lest Inputs payment o ) ° P t ty
headphones” tnline C?’nf\fpares Se‘f'lal information to check Choosz:‘?;l]ppmg ecides to keep them based on f;heckout OSI IVI
and clicks on a1 ISR 2 out experience

User actions

Payment page Customer review page

User Experien +  Site availability
Se XS)e( Ie Ce . Shipping page O Usability

« Supportive
features

+ Confidence

* Desirability

8
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2
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Too many steps to get to
desired product; Checkout page doesn't No follow-up about product
confusing or boring web support all credit cards satisfaction
layout

Pain points

Build more effective . Send out a CTA to review
landing page based on (G EIEE I e product, and send
show accepted payment ! 3
el i
Elearer navi . support more payment Y N
gation links understand user pain

and category pages methods points

Possible solutions




User actions
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Pain points

Possible solutions

Digital Experience — with Trust
ll Experience

Scenario

Joe, 32, graphic design e needs comfortable and noise-canceling
kic, podcasts, etc. and focus on his work.
Customer
Expeneince - Cx

Awaren( S8 Consideration

Onboarding

Recommends
Tries headphones headphones to
friends

Asks friend 5 and Browses e-commerce S e Uses debit card; credit
co-worl ers website P card not accepted

S | Gives low rating online
Searches [est Inputs payment ot
headphone: * ¢aline G s sl information to check Chooses shipping Decides to keep them based on checkout

and clicks on ad Qe out CEED experience

Banner id Payment page Customer review page

User Experience - -
U X Shippina r~,c

Order confirmation

Too many steps to get to
desired product; Checkout page doesn't No follow-up about product
confusing or boring web support all credit cards satisfaction
layout

Build more effective . Send out a CTA to review
landing page based on (G EIEE I e product, and send
show accepted payment ! 3
el i
Elearer navi . support more payment Y N
gation links understand user pain

and category pages methods points

Trust Experience -
Tx



ll Lets appreciate the relationship

Customer
Experience - Cx

User Experience -
Ux

Trust Experience -
Tx

Communication
Listening
Empathy
Motivation
Trustworthy
Humility
Positivity

Site availability
Usability
Supportive
features
Confidence
Desirability

Actor known
Expected
outcome
Value outcome
known
Competence of
party
Confidence of
value transfer
Context
History of past
experiences
Third party
opinion



ll Appreciate the threat

Inputs payment
i

Decides to keep them

Shipping page
Checkout page
Order confirmation

Lo

Q=200 ¢

Customer
phones into
bank to deal
with a query

Agent
authenticates
customer
based on
information
bank
collected from
various
sources
without
customer
knowledge

1. Actor known

2. Expected
outcome

3. Value outcome
known

4. Competence
of party

5. Confidence of

value transfe:

. Context

. History of past

experiences

8. Third party
opinion

~N O

Negative



66

Working in a company is a team
sport



ll Competitive differentiation

O

O

PwC 2016 Global CEO survey, reported that 55% of CEOs think
that a is a threat to their organization’s growth.

Compared with people at low-trust companies, people at
report: 74% less stress, 106% more

energy at work, 50% higher productivity, 13% fewer sick

days, 76% more engagement, 29% more satisfaction with their

NWES , 40% less burnout. (mre nveuroscience of Trust by Paul J. Zak, From the January-
February 2017 Issue)

High-trust companies pay 17% more than low-trust

compan ies - . (The Neuroscience of
Trust by Paul ). Zak, From the January-February 2017 Issue)



I don’t trust those
trees, son.

Son: What?
Why not?

They seem
kind of
shady.

Dddﬂaéu Wd[[d{ SW howtobeadad. com |5AD)



THANKS!
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