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The era of flux and digital transformation

Everyone is now in Conventional security Security professionals Regulatory requirements
the technology business tools have not kept pace alone can’t fill the gap and costs are increasing




Cyber Security is Top of Mind!

Thys Janse van Rensburg « 1st e
General Manager - BUI Western Cape
1he @

BUI CyberSoc rocks. When you wake up at 2am to beat load shedding and open
your laptop just to find a young trojan on your pc...and 30sec later your own SOC
contacts you on teams directly with remedial actions....all before the rooster cracks a

tune.
Well done #BUICyberSoc
https://www.bui.co.za/soc
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@  Mina Nagy *
# Cybersecurity Business Lead | Microsoft Middle East and Africa
WDM @

Join us for our upcoming Azure Sentinel webinars! Get a recap of #RSA on March
4 and on March 18, tune in to the deep dive on threat intel.
https://msft.it/6047TbNRN #MSFTAdvocate

WEBINAR |
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Cyber Warfare -
Truth, Tactics,

and Strategies

Strategic concepts and truths to help you
and your organization survive on the
battleground of cyber warfare

——FEliminating Passwords
ITStaff  Interns Sales Reps

. Ann Johnson « 1st
Corporate Vice President - Cybersecurity Solutions Group
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Guarding against supply chain attacks—Part 3: How software becomes

compromised

microsoft.com






Build, manage and deploy applications on a massive global
network

NS, - o o SNV \ |
NS | e MRS DL T
- R ' s i e O —N T
Azure regions SR TS DA 0\/‘\ 4
+ g Y KA )
preaitist = P
- R sl e
Compliance standards /S ; A2 ey
o gl
e .
o
X



MICROSOFT 3 CLOUDS ENABLE DIGITAL TRANSFORMATION

BB \licrosoft Office 365 mE \qi i
Intelligent business applications O n Microsoft Dynamlcs 365
Productivity and collaboration
Open, flexible, enterprise-grade cloud
computing platform v

B Microsoft Azure



Investments to address business and regulatory needs

Local investment in DC’s helps address some common cloud ‘blockers’ for many industries
and markets

Compliance
Specific compliance certifications unblock what were once only on premises apps/workloads

Data Residency
Local data centres allow customer data at rest to be kept within a geography, enabling customers to help
meet local data residency requirements

Performance
Local data centres can help reduce latency for developers and partners, fueling local innovation

For updated compliance information visit the Microsoft Trust Center. For data residency details, see https://www.microsoft.com/en-us/trustcenter/Transparency/default.aspx#Data_stored

B Microsoft


https://www.microsoft.com/en-us/TrustCenter/Compliance/default.aspx
https://www.microsoft.com/en-us/trustcenter/Transparency/default.aspx
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Microsoft Security Investments

Identity and access
management

Your universal
platform to manage
and secure identities.

Threat
protection
Stop attacks with integrated

and
automated security.

Information
protection

Protect your sensitive
data—wherever it lives
or travels.

Cloud
security

Safeguard your
cross-cloud resources.



Comprehensive security for hybrid environments
with built-in Azure services

¢
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Network Threat Security

Identity & access App and Data

management protection security protection management

Encryption
(Disks, Storage, SQL)

Application Gateway
(WAF), Azure Firewall

VNET, VPN, NSG Azure Security Center

Azure Active Directory

Multi-Factor

.. Azure Sentinel
Authentication

Azure Key Vault

Role Based Confidential DDoS Protection Microsoft Antimalware Azure Loz Analvtics
Access Control Computing Standard for Azure zure Log y

Azure Active Directory

(Identity Protection) ExpressRoute

+ Partner solutions



Microsoft Secure Score, your guide to better security

Secure Score

Strengthen your security posture

Visibility and guidance to help you take full advantage of your security platform

Take advantage of prioritized recommendations
Determin

mprovement actions > Require MFA for Azure AD privileged roles

Identity and access Threat Information Cloud
management protection protection security
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Trillions of signals, unparalleled diversity via MS Security Graph

Blocked

Documents

600B+ 5B+

; Platforms J \ Transactions \ Threats j

\ Microsoft’s unigue vantage point J



Introducing Microsoft Azure Sentinel

Cloud-native SIEM for intelligent security analytics for your entire enterprise

Limitless cloud speed and scale

Bring your Office 365 data for Free

No upfront costs, only pay for what you use

Faster threat protection with Al by your side

X

Collect

Security data across
your enterprise

L 9
Respond

Rapidly and automate

protection Azure Sentinel

Cloud-native
SIEM+SOAR

e

Investigate

Critical incidents
guided by Al

......
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Detect

Threats with vast
threat intelligence and
Al



Detect threats and analyze security

: : Pre-built Machi Correlated
data qU|Ck|y W|th AI Lr:arr?ilng maocdelrllse Orrruﬁ:se
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ML models based on decades of Microsoft security . >

experience and learnings

Millions of signals filtered to few correlated and

prioritized incidents Threat Detection
and Analysis

Insights based on vast Microsoft threat intelligence e Mo
:::.:: | a
and yourownT e 4 L
Bring your own User Entity Behavior
ML models Analysis integrated with

Microsoft 365

Reduce alert fatigue by up to 90%

© Microso ft Corporation Azure



Deploy Sentinel in Minutes...

© Micr¢

T I N

Dashboard > Azure Sentinel workspaces > Azure Sentinel - Overview

Azure Sentinel - Overview

Selected workspace: Contoso I1

I O Search (Ctrl+/) | «

General

Q@ Overview

® Logs

Click or tap

Logs.
#* Dashboards
U User profiles (Coming soon)
€ Hunting

& Notebooks

Configuration

4 Getting started
i Data connectors
w Analytics

(&) Playbooks

% Community

& Workspace settings

C) Refresh

™ 8.4M wi3415¢

Events

Events and alerts over time

Events

500,000
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300,000

200,000
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Potential malicious events

@ Last 24 hours

6 PM

Alerts

09
08
07
06
05
04
03
02

01

I NEW (0)

CASES BY STATUS

I ALERTS

I SYSLOG

34M

I COMMONSECU...

3.2M

I SECURITYEVENT

867.2K

I OTHERS (25)

975.6K

[l IN PROGRESS (0)

I CLOSED (RESOLVED) (0)

Recent cases

CLOSED (DISMISSED) (0)

Kerberos service ticket was requ... 1Alerts

Anomalous File Share Access 1Alerts
PowerShell Empire 1Alerts
Anomalous SSH login detected 1Alerts
Anomalous SSH login detected 1Alerts

Data source anomalies

DnsEvents

6PM Mar12 6AM 12 PM



Sentinel Data Sources

Azure AD
@ Identity
Protection

Click or tap DSOFT

Connected.

» Home > Azure Sentinel workspaces > Azure Sentinel - Data connectors
+ Azure Sentinel - Data connectors
Selected workspace: Contoso |1
~ I O Search (Ctrl+/) ‘ «
- Azure Active
= General Directory
@ Overview MICROSOFT
e D Logs
Threat management CONNECTED

s Cases

#* Dashboards
U User profiles (Coming soon)
© Hunting

& Notebooks

Configuration

4 Getting started
i Data connectors
w Analytics

[%) Playbooks

& Community

«® Workspace settings

© Microsoft Corporation

.. Azure Advanced
Threat
Protection

MICROSOFT

CONFIGURE

Azure
;- Information
< Protection

MICROSOFT

CONFIGURE

Common Event
CEF Format

CONNECTED

H Security Events

MICROSOFT

COLLECTION TIER: ALL EVENTS

WAF

MICROSOFT

CONFIGURE

Palo Alto
Networks

u Office 365

MICROSOFT

CONFIGURE

Azure Security
Center

MICROSOFT

CONNECTED

Windows
Firewall

MICROSOFT
INSTALLED

€Isco  (Cisco ASA

-. Microsoft Cloud
Application
Security

MICROSOFT

CONFIGURE

ﬁ| Azure Activity

MICROSOFT

CONNECTED

I

AMAZON

CONFIGURE

0,39,,0,“ Check Point

Azure



Microsoft Intelligent Security Association
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Gartner

Microsoft Security—a leader in 5 Gartner magic quadrants
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Access
Management

Cloud Access
Security Brokers

*Gartner “1nagic Quadran® for Access 11anagemen? " by 1nichael Kelley, Abhyuday Da'a, Henrique, Texerra, Augus® 2049

Enterprise
Information Archiving

Endpoint
Protection Platforms

Unified Endpoint
Management Tools

*Car'ner 1nagic Quadran' for Cloud Access Securty Brokers, " by Steve Riley, Craig Lawison, October 2049

*CGar'ner 1aagic Quadrant for Enterprise Information Archiing,” by Julian Tirsy, 11ichae! Hoech, November 2049

*Car'ner 1aagic Quadran' for Endpoint ProYection Platlorms, ' by Peter Firstbrook, Dionisio Zumerle, Prateek Bhajanka, Lawrence Pingree, Pau! Viebber, Augus® 2049
*Gar'ner “1ragic Quadrant for Unified Endpoin? 1nanagemen? Tools,” by Chris Sihva, 1aanjunath Bhat, Rich Doheny, Rob Smivh, August 2019
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Secure business, secure future

Protected, empowered people

_ Agility to scale and grow
Secure, well-managed devices

Proactive threat protection Focus.on your business

Safe data, anywhere Productive people




