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About KnowBe4

• Integrated new-school Security Awareness 
Training and Simulated Phishing platform

• Head Office based in Tampa Bay, Florida, 
founded in 2010.

• Rated as a leader by major analysts 

• KnowBe4 Africa based in Cape Town & Joburg
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• CISSP, CISA, ISO 27001 Lead Auditor & 
Implementer,  FTI Business Analyst, (ex)PCI 
DSS QSA, (ex) CIPP/IT; BA international 
economics, 

• Founder (2011) of South Africa based 
Security Awareness content publisher 
Popcorn Training – now a KnowBe4 
company. 

• Mum of 2, Wife 

About Anna
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Managing Director KnowBe4 Africa 
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Agenda • 6 Security Awareness – best practices
• Executive Buy In for SAT 

• Keeping engagement 
• Showing Return of Investment  / metrics
• What’s coming soon.. 
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Worst Practices • Or what doesn’t work… 
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Annual Awareness Sessions…  (if that’s the only thing..)
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Monthly Security Videos… 
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Sporadic Phishing Simulation 
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Why Is Getting the Desired Behaviors 
So Difficult?
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You can’t effectively train on everything…

If your goal is behavior change, 
focus on 2 to 3 behaviors at a time
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The “Magic 
Wand” 

Thought 
Experiment

If you could wave a magic wand and 
instantly change three security 

behaviors in your organization, what 
would they be?
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1. Gain executive buy in & involvement  
2. Get baseline metrics & set explicit goals  
3. Comprehensive, co-ordinated campaigns
4. Relevant short, interactive content 
5. Avoid cognitive overload 
6. Combine with random frequent simulated phishing attacks 

Changing Security Cultures
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Know Your Scope of Influence..

Culture is led from the 
very top of the 
organization; it doesn't 
originate from IT or 
Security.
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1. Get Executive Involvement 

• Awareness starts at the top 

• Ask for Involvement beyond just paying for it 

• Use statistics & facts à Return on risk reduction 
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Phishing Still Remains No 1 Threat Action 

Phishing was involved in

● 32% of confirmed breaches   

Other causes: 
● 28% malware infections, 
● 29%  use of stolen credentials—

*Verizon Data Breach report 2019
https://enterprise.verizon.com/resources/reports/dbir/

https://enterprise.verizon.com/resources/reports/dbir/
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ROI of Security Awareness Training?  

Reduce risk of infection caused by human error down to 10% 

*The ROI of Security Awareness - Osterman Research 2019
– https://www.computerworld.com/resources/197650/osterman-research-the-roi-of-security-awareness-training

https://www.computerworld.com/resources/197650/osterman-research-the-roi-of-security-awareness-training
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African Cyber Security Awareness Stats 

● 28% fell for a phishing email
● 27% fell for a scam / con artist 
● 50% had a malware infection
● 65% are concerned about cybercrime 
● 28% don’t know how to protect themselves
● 55% confident they recognize a security incident

65% don’t know what ransomware is
52% don’t know what multi-factor authentication is 

*KnowBe4 Africa Cyber Security Survey Nov 2019 – 800 respondents across South Africa, Nigeria, Kenya, Mauritius, Ghana, Egypt, Morocco
https://info.knowbe4.com/african-cybersecurity-research-report

Problem right 
here 
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2. Define (baseline) metrics & set explicit goals 

1

2
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OBJECTIVES Set out Jan 2019 ACHIEVED?

1. Improve Phishing Awareness
1.1 Reduce phish prone % to industry benchmark 5.6% Last 2 phishing campaigns: 4%

1.2 Increase reporting stats Great success mid-year, tapered off in recent campaigns 

1.3 Quarterly or more frequent phishing simulations 5 Group wide campaigns – now set to monthly 

2. Increase Security awareness coverage 
2.1 Include African countries and other EM businesses KnowBe4 roll out done into Africa, Malaysia

2.2 Provide awareness to  Privileged Users PAM  awareness avg  75% participation

2.3 Provide more autonomy to local ISOs Yes - some restrictions applied as per GTI 

3. Innovate:
3.1. Create game Password Game

3.2 Cloud security content No, focused on social media game instead

3.3 Gamify social media policy “Do the right thing” e-learning & campaign

2. Baseline metrics & set goals 
Example OKRs for Awareness Projects

Bonus: 
awareness Sessions at 

secretaries’ days
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3. Co-ordinated Campaign 
Fit into the Organisational Culture 

CULTURE

• Work with HR 

• Work with Marketing & communication 

• Different cultures in different teams (i.e. IT vs finance) 
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3. Coordinated Campaign – branding 
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4. Relevant Content – make it personal

We change…

• If it affects family or money

• Doing the “right thing”

• If we “feel” it
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4. Personally relevant information
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          On-going Monthly Phishing Simulation

Compulsory E-Learning Training: All Users

DBIS Policy

          On-going Monthly Phishing Simulation

Targeted Training: Developers

(continued focus on PAM training)

          On-going Monthly Phishing Simulation

Targeted Training: Managers

Cloud Security

          On-going Monthly Phishing Simulation

May June July August

          On-going Monthly Phishing Simulation           On-going Monthly Phishing Simulation           On-going Monthly Phishing Simulation           On-going Monthly Phishing Simulation

          On-going Monthly Phishing Simulation           On-going Monthly Phishing Simulation          On-going Monthly Phishing Simulation

Cyber Security Awareness Month

          On-going Monthly Phishing Simulation

Targeted Training: Secretary's Day

DecemberSeptember October November

          On-going Monthly Phishing Simulation           On-going Monthly Phishing Simulation           On-going Monthly Phishing Simulation           On-going Monthly Phishing Simulation

Don’t do too 
much..

5. Avoid cognitive overload
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PARTICIPATION STATS

Voluntary Compulsory

Prizes offered

No Prizes

Bad comm

Personal

Follow ups
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6. Making People Feel: Phishing Simulations 

• Frequent 

• Randomized 

• Increase difficulty level 

• Teach red flags

• Make it easy to report 
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6. Best Practices Phishing Simulations 

1. Communicate
2. Automate.. 30 – 50 templates for the year 
3. No South African brands / block outgoing 
4. Get approval
5. Create good landing template(s) 
6. Every 2 weeks or monthly minimum 
7. PhishAlert button 
8. Random- random 
9. Monthly metrics 
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6. Every notification is a chance to communicate with your users: 
Make it count 
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Engagement over time… ROI



Training Stats
PAN Africa
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Graphs always need context 

Showing ROI
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Desired trend behavior: Phish prone % decrease
Reporting % increase

Easy difficulty level 
“Black Friday sale”
Seen as spam – low 
reporting

Increased 
difficulty level
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Keeping Engagement? Gamification, fresh content
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What’s coming soon? 

Content: 

• Spot the Phish reloaded 
• Working from home – safely. 

(Coronavirus)
• “How to” explainers
• Gautrain breach story 

Functionality:
• Branding of content 
• PhishRipper – integration into 

Office365 

•
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KnowBe4 2019 Phishing by Industry Benchmark Report

12 months

15%3 
months
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In Summary – just do it – and then do it again..

• Work with Marketing & Communications & HR
• Use short & engaging content 
• Mix it with personal messages (not always about company)
• Power of gamification 
• Frequent random phishing simulations 
• Management Reporting to show ROI
• Have fun

Awareness is a bit like flossing – it’s an ongoing process



Thank You
Get in touch on LinkedIn: 
• Anna Collard


