Changing Security
KnewBe4  Culture

Human error. Conquered.

Best Practices what works, what
doesn’t..
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KnewBe4

Human error. Conquered.

KnewBe4

Integrated new-school Security Awareness
Training and Simulated Phishing platform

Head Office based in Tampa Bay, Florida,
founded in 2010.

Rated as a leader by major analysts

KnowBe4 Africa based in Cape Town & Joburg
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KnewBe4

Managing Director KnowBe4 Africa

About Anna

* CISSP, CISA, ISO 27001 Lead Auditor &
Implementer, FTI Business Analyst, (ex)PCI
DSS QSA, (ex) CIPP/IT; BA international
economics,

* Founder (2011) of South Africa based
Security Awareness content publisher
Popcorn Training — now a KnowBe4
company.

* Mum of 2, Wife



® 6 Security Awareness - best practices

Agenda ® Executive Buy In for SAT

®* Keeping engagement

® Showing Return of Investment / metrics
® What's coming soon..
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WO rSt Pra Ctlces ® Or what doesn't work...
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Annual Awareness Sessions... (if that's the only thing..)
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Monthly Security Videos...
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Sporadic Phishing Simulation




Why Is Getting the Desired Behaviors
So Difficult?
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You can’t effectively train on everything...

If your goal is behavior change,

KnewBe4



The “Magic
Wand”
Thought
Experiment

KnewBe4

If you could wave a magic wand and . .
instantly change three security |
behaviors in your organization, what
would they be?
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Gain executive buy in & involvement

Get baseline metrics & set explicit goals

Comprehensive, co-ordinated campaigns

Relevant short, interactive content

Avoid cognitive overload

Combine with random frequent simulated phishing attacks
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Gain executive buy in & involvement




Know Your Scope of Influence..
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| Culture is led from the
\

- very top of the
\ organization; it doesn't

| originate from IT or
!

. Security.
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1. Get Executive Involvement

° Awareness starts at the top
* Ask for Involvement beyond just paying for it

* Use statistics & facts 2 Return on risk reduction

Lungo Siyo

CEO SMB & Yellow Pages

Hlokomela | Be careful
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Phishing Still Remains No 1 Threat Action
2019 Data Breach

Phishing was involved in

® 32% of confirmed breaches

Other causes:
® 28% malware infections,
® 299% use of stolen credentials—

N -
*Vlerizon Data Breach report 2019 . 'b% l
s

business ready https://enterprise.verizon.com/resources/report ﬂir

KnewBe4



https://enterprise.verizon.com/resources/reports/dbir/

ROI of Security Awareness Training?

Reduce risk of infection caused by human error down to 10%

Figure 7
Larger Organizations, Annual Cost per Employee

Before = After

SAT SAT
Disinfecting workstations £5.28
Remediating malware/ransomware $483.52 $48.35
Labor cost of SAT $0 $11.90 562%
Cost of SAT $0 $17.50
Employee time spent on SAT $0 $27.83
TOTAL $488.80 | $110.21

Source: Osterman Research, Inc.

*The ROI of Security Awareness - Osterman Research 2019
— https://www.computerworld.com/resources/197650/osterman-research-the-roi-of-security-awareness-training



https://www.computerworld.com/resources/197650/osterman-research-the-roi-of-security-awareness-training

African Cyber Security Awareness Stats

CONSCIoUs CONSCIOUS

e 28% fell for a phishing email INCOMPETENCE COMPETENCE
® 27% fell for a scam / con artist Q
® 50% had a malware infection

. e UNCONSCIOUS  UNCONSCIOUS
® 65% are concerned about cybercrime INCOMPETENCE  COMPETENCE

® 28% don’t know how to protect themselves
e 55% confident they recognize a security incident

65% don’t know what ransomware is
52% don’t know what multi-factor authentication is

*KnowBe4 Africa Cyber Security Survey Nov 2019 — 800 respondents across South Africa, Nigeria, Kenya, Mauritius, Ghana, Egypt, Morocco
https://info.knowbe4.com/african-cybersecurity-research-report



https://info.knowbe4.com/african-cybersecurity-research-report
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Get baseline metrics & set explicit goals




2. Define (baseline) metrics & set explicit goals

KnowBe4

PRODUCTS & SERVICES « FREE TOOLS « PRICING RESOURCES ABPOUT Us - CONTACT US

Find out what percentage of your employees
are Phish-prone with our free test.

Test your users in seven

key security areas.

Security Awareness
< Proficiency Assessment
Detailed reporting that

Asseassmant | 10 minutes | October 2019 I - X
53z . you can use to inform

‘ training campaigns.

vBes 20



2. Baseline metrics & set goals
Example OKRs for Awareness Projects

OBJECTIVES Set out Jan 2019

1. Improve Phishing Awareness

2. Increase Security awareness coverage

3. Innovate:







3. Co-ordinated Campaign

° L H 1 T R
Fit into the Organisational Culture Eg%}'m%mfy
FOR BREAKFAST
Ao
CULTURE AND THEN...

* Work with HR

* Work with Marketing & communication

* Different cultures in different teams (i.e. IT vs finance)

KnewBe4




3. Coordinated Campaign - branding

Play our Tweet or Delete game...

and learn more about the socad meda posts that have
gotten smployees into trouble befora

@ Stand a chance to win...

& pair of JBL Blustooth carphoncs.

How?
Chack your Inbox for notifications from the Cybarsmaet
feam or cick on the "Twseet or Dolets”™ bannars on

the Intranet

! @

| Veeadtwraths

— | —— | — ] — -

so you're a clicker?

What next?

Becausn you chcked on cne of cur phishng umulations
you wil be enrctied in remedad trareng
Donlt parsc. the tiaming is short and won't take ups musch of your Smm, but £ is vitel
10 um that you can wdentity $w hay identifiers of 3 phsting emad

Promams of afracine
]

rogesans 1or conlamrnel Teaged jed emale )
rtormaten

W will bar lnsting you again, 5o make sute that you theck Lo thess tactics
with nach and avery out of T ordinary emal you tecerve

Beliove it or not, we want you off that Clickers list soon!

stop. look. think JEEEIRTg=] @







4. Relevant Content - make it personal

We change...
* |f it affects family or money
* Doing the “right thing”

° If we “feel’ it




4. Personally relevant information

PWE CYREMN MALE

£R) oLDMUTUAL

OLDMUTUAL

CYBER HERO ~¥
HANDBOOK

Join our league of crime fighting Cyber Hercer!

DO CHLAT TIaNCS £VERY DAY

C
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THE COVID-18 OUTBREA QY
WHAT YOUNEED ./

TO KNOW

A HANDFUL OF INTERESTING FACTS...

© What isit?

The new Cototavirus known as Covid- 19
i O repirgioey daoase thal was fiey!
i Bead in Wuhon in C
of 2019

hing al 1he end

© Why is it causing worldwide
olarm?

In the two monins snce Iy outbreck. |f
3 1o all 1he continents axcep!

has spre

AMaretico. consing mero than 3 137
falolities wordwide

© How many people have
been infected?

As of he Md of March there have been
more than %0 000 repo

fheve

ied cases, but

Ui Be many more urrepocted
Case In counines and regora that ho
not lested on o lage soaks

e NO VACCINE has been
developed and approved yel

O Where are the current
known high risk areas oufside
China?

Souvth Korea. ran and Naly

A
&

© What are the symptoms?

Cough

Ditscutry
Droathing

Teodnoss
Muacie pain

© What is the lotality rate?
The fatalty rate Tor those infecied &
Dotwoen 3R and 4%, wisch is higher than
ordinary 8u (0,18 bt lar less Goodly
than the dreoded Ebola vieus |50%)

@ Who is most af risk?

N o cormdarad highty conlog

amybody can controc! it, but
dyng lrom It is graciest for Ine eldenty
Gndd 1hose with waok immune sysherm

© How long is the incubation
period?

i's up 1o 3 weeks, and you can intect
Othrs avon DOAOte you GGy Winpiloms

and DOCOmW: il






5. Avoid cognitive overload

January February March April
TPRM: "Doing the right thing® Social Media Game: Tweet OR Delete
L RS,
Noodie Patiorm ) - N

S B 60 going Monthly Phishing Simulation SE B 04 going Monthly Phishing Simulation S B 01 going Monthly Phishing Simulation
September ober u December
Targeted Training: Secretary's Day Cyber Security Awareness Month

OCTORER ¥

CYBER SECURITY

ol

O

= On-going Monthly Phishing Simulation = On-going Monthly Phishing Simulation = On-going Monthly Phishing Simulation = On-going Monthly Phishing Simulation
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PARTICIPATION STATS

Bad comm 10000
Prizes offered
3000

. R— KOO0
No Prizes

3868
X 4000
2116 2228
1603 2000
N . == ;
Ma-14 Oa-14 415 Feb-16 Iu-16 Sep-16 Janc1?
“Some thing Pass the  "Ooudywith al  Phishing Ranso mware Socal Socal Media
Phishy" Password chanar of | Don®t take the Engineering i
Phsh! Bait
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Combine with random frequent simulated phishing attacks




6. Making People Feel: Phishing Simulations

* Frequent

* Randomized

° Increase difficulty level
° Teach red flags

* Make it easy to report
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6. Best Practices Phishing Simulations

Communicate
Automate.. 30 — 50 templates for the year

Get approval

Create good landing template(s)
Every 2 weeks or monthly minimum
PhishAlert button

Random- random
Monthly metrics

No South African brands / block outgoing '




6. Every notification is a chance to communicate with your users:
Make it count

qiNarmclo!s

Ooops ...
... to protect our chicken, be careful
with that clicken’ Andy!

You've just clicked on a polentially dangerous phishing email

Not to worry though, this email is just part of a simulation exercise being run within Nando's to help raise
our awareness and understanding of the sort of cyber threats we face ... 50 no harm done this time!

If you've got a minuie though, hover over the red flags below 10 500 the tell-taie signs you might have spotted

From: IT <_*IT@nandegroun coms
Raply-10: 1T <ITOMNSAG D SO
Subject "~ Crango of Pasewong Meguined Immedigisty

Wo Suapact o SeCurity Deach RapEened oarkor THE weok. ™ In 0rder 10 Drovent furier AEMA0S, 'We Need Sveryone 10 change
PN DEsywons Emmedniely

= Plearse chich harm 1 00 that

~ Crarge Passwom

2y i\

| 4 g AA
r‘ ,A}A“m QOoocps!
You could've just given

A
away maore than chicken! W
e .

You ve it chebed 30 4 prtertiaty dasgeross shasng sl

Wat 10 warry 1hough, this one man 1ens out by Nando's to heip

'/" B0 w1 I e Lty

»-
)
_'f_ Lok out fom ary emad thee

' « Triggers an EMOTION vuch as vprpathy or fear
r

-

-~

-

PRESSUAES you 10 take asun (uichly
*Cartains bad SPELLING of it poarfy worded
=M romething 1hat you're NOT EXPECTING

YWhat might It ask?

1t gt ash you tn
« CLICK 0 4 ik 10 & woltsite
+ DOWNLOAD of OFEN ans attachinpat

« Prowsde some PERSGNAL O SENSITIVE
Inlormation (e g. your patassrd]

What 10 do?

M yOu'n pesgicous
I " T y » CHECK With 1he sermier via phoso of tent
ase 0O thes ngnt awary. Thanks “LOOK 1 it mose cosely
Sacasdy, «REPOAT & 1o the Helpdeik
m

Suspect fowl play?
REPORT IT or DELETE IT ... but NEVER take the requested action!

Sospect fowl play?
REPORT IT or DIALLTE Y NEVLES taka
the requested action!
To protect cor chickens,
be corefol where you're chicken’

\\\ll



Engagement over time... ROI




raining Stats

PAN Africa

10012019

100172010

100172019

No Ena Datey

(N

No Ena Date)

Ena Dute)

nd Date

End Datol

Doing the Right Thing
Sanlam Group Policy: Socal Meda for Indviouals

Doing the Right Thing

Saniam Group Policy: Socal Meda 100 Inanviauais

Doing the Right Thing

Saniam Group Policy: Social Meda for Indricuals

Doing the Right Thing

Santam Group Policy: Socal Meda for Indnicdusls

Doing tha Right Thing
Saniam Group Policy: Socal Meda for Indivicuals

Dong the Right Thing

Saniam Group Policy: Socal Meda for Indvicuais

Doing the Right Thing
Sanlam Group Policy: Secal Media Jor Inavicuals

Doing tha Right Thing

Sanlam Group Policy: Socal Meoa for Inavicuals

Deing the Right Thing

Saniam Group Policy; Socal Mecda for Indvicuals

Doing the Right Thirg



Showin g ROI Increased

difficulty level
Graphs always need context

30.0%

25.0%

25%
o //\\ /%\\ / o
o
9
15.0% 16% e===Combined PhishProne %
w / \ \ / e====Combined Reports
: \/ ~

10.0% Y

5.0%

7%

0.0%

Easy difficulty level
“Black Friday sale”
Seen as spam — low
reporting

Phish prone % decrease

Desired trend behavior: Reporting % increase




Keeping Engagement? Gamification, fresh content

Saniam Life Insurance Leaderboard
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GAME

Tweet or Delete

L:\ 9 .. L .‘:}

Tweet

" Delete
IS

SWVICS

Tweet

KnewBe4

" | hate working here,. feels like we have dial up
_' internet... what ts this? 20067

Debbie Jacobs
@debbie lacobs

[ Mike .jgne—'s :

4 Mike Jones
My new colleague...
Rough day at the office?
#WorkSux

Now




What's coming soon?

Content:
« Spot the Phish reloaded S
» Working from home — safely. e Dol GTODaiILG
(Coronavirus) TRNGE Do YOI R e 948 Hed
* “How to” explainers P payPal
» (Gautrain breach story Dear Custome,

For your safety, your credit card has been stopped.
If you want your card to remain active, please verify your information

Update card information

Functionality: TR SR

« Branding of content e

« PhishRipper — integration into
Office365




KnowBe4 2019 Phishing by Industry Benchmark Report

Baseline Phish-prone
Percentage by Industry

Initial Baseline PPP acrass
all industries and sizes

Org Size  Initial PPP
1-249 33.5

250-999 31.9
1000+ 279

“Pwrcantigw rovested

12 months

Results After 1 Year of
CBT and Phishing Testing

2%

One Year % PPP across all
industnes and sizes

Org Size  Initial PPP
1-249 1.9
250-999 2.2
1000+ 3

*Peromniage rovesded



In Summary - just do it - and then do it again..

*  Work with Marketing & Communications & HR

* Use short & engaging content

*  Mix it with personal messages (not always about company)
* Power of gamification

*  Frequent random phishing simulations

* Management Reporting to show ROI

* Have fun

Awareness is a bit like flossing — it’s an ongoing process

l(mv.v'Be&
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Human error. Conquer Than k YOU

Formerty novmn.
Get in touch on LinkedIn:
Anna Collard
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