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Executive summary
Information security risks and threats, such as viruses, spyware, ransomware 
and phishing, are an increasingly significant issue. IBM reports that as many as 
one in four companies1 are affected by cyber-crime. In nine out of ten incidents2, 
the criminals get in using social engineering, often by using stolen credentials 
gained through phishing or by planting malware in email attachments. 

Weak information security culture has led to unwanted exposures of personal 
sensitive information of billions of individuals worldwide3, and information 
security attacks are a major concern. In the US, a typical data breach now costs 
a company $7.91M4.  Not surprising then, that as many as 60 percent of hacked 
small and medium-sized businesses reportedly go out of business after six 
months5.

As a result, we are seeing security culture rise as a recognized need in organizations, 
and driving this change in approach has been the acknowledgement within 
organizations that6: 

a) Technical cyber security measures need to operate in harmony with other 
business processes.

b)  Employees should not be put in a conflicting situation, where they forced to 
choose between complying with security policies or doing their job.

c)  Cyber threat awareness-raising campaigns are not, in themselves, affording 
sufficient protection against ever-evolving cyber-attacks.

d)  How an organization behaves is dependent on the shared beliefs, values and 
actions of its employees towards information security.

e)  Rather than view employees as the weakest link in cyber security chains, they 
should instead be viewed as an important line of defense (a human firewall) 
against cyber-attacks.

There have been considerable efforts from information security industry and 
experts to make countermeasures and solutions available to detect, prevent, 
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and minimize losses from information security attacks. However, it is important 
that organizations understand that developing a strong security culture is an 
important and effective strategy to improve risk management. Not a one-off 
activity, security culture is an ongoing process that needs to be continuously 
nurtured and incorporated into the wider organizational culture. 

In our research, we have developed and investigated the following seven key 
dimensions of security culture; employee attitudes to security and policies, 
behaviors, cognitive processes surrounding security, quality of communication, 
compliance to security policies, organizational unwritten rules or norms, and 
individual responsibilities.

Information about these dimensions is vital when it comes to improving security 
culture, and thus reducing risk in the organization. This text builds on CLTRe’s 
model for measuring security culture and provides a comprehensive resource for 
practitioners seeking a deeper understanding of the dimensions that comprise 
security culture.  Knowing what these dimensions are, how they relate to security, 
and how they can be positively influenced, will provide practitioners with the 
tools and practical advice needed to start building and improving security culture 
in organizations.
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What is security culture?
Security culture depicts the human-related security elements in organizational settings, and is defined 
by the Security Culture Framework as “the ideas, customs, and social behavior of a particular people or 
society [i.e. employees in an organization] that allow them to be free from danger or threats”7. 

This definition is useful in order for practitioners to understand the wider concept of security culture. 
However, when we want to measure a phenomenon, a more detailed definition is often required. In this 
document we describe the 7 dimensions that CLTRe and our research partners have identified as the core 
elements that need to be measured in order to describe security culture accurately. 

In order to be able to improve a security culture (e.g. to make it stronger or more positive), we need to 
know what we mean by the concept of security culture, i.e. what human or organizational aspects are we 
referring to. Only then will we know what makes a security culture strong or positive in the first place. 
Once it is defined, we can measure it. Using the results, we discover what mechanisms can be used to 
influence security culture, and the extent of their impact.

The following text elaborates on our model for measuring and managing security culture. This model is 
comprised of seven dimensions and includes human-aspects of security that existing models often omit, 
such as organization communication processes, social roles and a more comprehensive understanding 
of norms, attitudes and cognitive processes. Much care has been taken to explain what each of the 
dimensions are, where they come from, why they matter, and how they fit into the overall model for 
measuring security culture.

The ideas, customs and social 
behavior of a particular people or 
society that allow them to be free 
from danger or threats.
-- The Security Culture Framework
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A metric is a standard of measurement
Imagine the following conversation between a CISO 
and his CEO. The CISO reports, “We have positive 
security culture in our organization.” The CEO 
responds, “Great, but what does that mean? How 
do you know?” Pushing further, he asks, “Does this 
mean we are better than X, Y or Z? How does this 
impact our risk?” 

The challenge for the CISO is that unless she has a 
way to measure security culture, she cannot answer 
his questions. She may have opinions to offer CEO, 
or reasons, but it will be very difficult for her to back 
those up without strong empirical evidence.

To provide that evidence, a security culture metric 
is needed. A metric is a standard of measurement. 
Because it is a standard, everyone has a clear 
understanding of what it is, what it measures, 
and what it is not measuring. Despite the fact that 
the words mass and weight are commonly used 
interchangeably, everyone understands that a 
kilogram measures mass; not weight.

Security culture metrics serve the purpose of 

measuring security culture, they are not measuring 
awareness training completion rates or phishing 
assessments. Security culture metrics measure the 
sentiments towards security in an organization - the 
psychological and social aspects that drive individual 
and social behavior.

By using a standardized metric to measure security 
culture in the organization, the CISO can provide 
good answers for the CEO. She can create a baseline 
measurement for comparison to consecutive 
measurements, and even track progress against 
industry benchmarks. Security culture metrics 
provide a way to demonstrate how the heart and 
minds of an organization are changing, and reveal 
how strong the bricks and mortar of your human 
firewall is. 

CLTRe provides standalone, unbiased and 
independent security culture metrics. With our 
solution, organizations can take an evidence-first 
approach to measure, improve and document the 
changes in their security culture – knowing that the 
effects can be compared in a meaningful way.
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In security, there are three interrelated pillars that 
organizations need to build and maintain: people, 
tools, and processes. The people-aspect, and in 
particular the understanding of how people use tools 
and processes, is little understood.

There has been an increase in the scientific and 
professional literature exploring this area in recent 
years, however a critical observation is that these 
studies mainly focus on psychological factors, while 
neglecting sociological and organizational factors. 

Some academic research in this area includes 
DaVeiga and Martins’ Information Security Culture 
Assessment Model and Rocha Flores and Ekstedt’s 
Information Security Culture Model. The Security 
Culture Toolkit is more complete, because in addition 
to addressing the sociological, psychological and 
anthropological perspectives, our model includes 
human-aspects of security that are often omitted, 
such as organization communication processes, 
social roles and a more comprehensive understanding 
of norms, attitudes and cognitive processes.

A lot of research is hindered by the fact that it only 
collects data from IT administrators or top-level 
managers and there is hardly any representation from 
the end-user community8.  Because we measure the 
security culture of every employee in an organization 
(and perform analysis on how each of the dimensions 
of security culture influences end-user behavior in 
different organizational contexts), CLTRe plays an 
important role in putting empirical research of end-

user behaviors, identification of their factors, and 
security culture in general at a higher level.

Since employees are often not willing to admit to 
committing unethical behaviors, it is important 
to identify and use the appropriate research 
methodologies to capture these phenomena in a way 
that reflects reality. It is also worth noting that while 
organizational monitoring techniques can be used 
to collect data on employee behaviors, in practice 
such process is extremely costly and are not always 
possible. For instance, it is not practical to monitor 
behaviors such as writing down passwords or sharing 
passwords with friends9. 

Our security culture model is an important element 
of a wider Security Culture Framework. The model 
consists of seven dimensions: attitudes, behaviors, 
cognition, communication, compliance, norms, and 
responsibilities.

These seven dimensions were identified, tested 
and validated by the CLTRe Research team (headed 
by our Chief Science Officer, Dr. Gregor Petrič) in 
conjunction with our research partners including the 
Research Center for Methodology and Informatics at 
the University of Ljubljana.

Our measurement items assess a variability of 
different practices and activities of employees. The 
items are formed in a neutral manner so that even self-
reported assessments provide a good measurement 
of culture. 

Modelling security culture
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The 7 
dimensions 
of security 
culture

Attitudes

The feelings and beliefs that  
employees have toward the security 
protocols and issues.

The seven dimensions used by CLTRe to model 
security culture pertain to the human factors (i.e. the 
core human-related elements) that have a direct or 
indirect impact on the security of the organization. 

Each dimension is separately observed, measured 
and understood on a continuum from low risk to high 
risk. This is informative for organizations, especially 
when the dimensions are seen together. Combining 
the dimensions creates an accurate estimate of 
an organization’s security culture and allows an 
organization to fully and deeply understand the 
human risks involved and make reliable predictions.

While the dimensions are interconnected in a 
complex web of causes and effects, empirical research 
shows that each organization demonstrates a specific 
system of interconnections among dimensions. The 
dimensions are correlated to each other, although 
some more strongly than others. Like cogs in a 
machine, each dimension is crucial for the machine 
to function properly. 

Data obtained by measuring each dimension of 
security culture allows for direct comparisons of the 
extent to which each dimension of security culture 
is developed; or looking from another perspective, 
these metrics reveal which dimensions are most 

problematic and risky. Moreover, the Security Culture 
Toolkit allows highly reliable evidence-based decision 
making as the data allows its users to identify the 
main causal mechanisms in the organization.

To give a couple of examples, the data can show that in 
certain organizations end-user behavior is primarily 
dependent on the quality of communication in the 
organization, clearly calling for actions on the level of 
organizational communication processes. In another 
organization, the data may show that compliance is 
problematic because of lack of clear dissemination 
practices and an indifferent attitude of department 
leaders to security policies, calling for interventions 
at that level. 

For each organization and even department, we can 
compare the strength of influence of knowledge and 
awareness on employee behavior with the strength 
of influence of norms, attitudes, communication 
processes, roles and compliance and make predictions 
on this basis.

The following chapters seek to provide a deeper 
understanding of each dimension, and why these 
seven dimensions are specifically used to measure 
security culture.
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Cognition

The employees’ understanding,  
knowledge and awareness of  
security issues and activities.

Behaviors

The actions and activities of  
employees that have direct or  
indirect impact on the security of the 
organization.

Communication

The quality of communication  
channels to discuss security-related 
events, promote sense of belonging,  
and provide support for security  
issues and incident reporting.

Compliance

The knowledge of written security  
policies and the extent that  
employees follow them.

Norms

The knowledge of and adherence to 
unwritten rules of conduct in the  
organization, i.e. how security- 
related behaviors are perceived by 
employees as normal and accepted 
or unusual and unaccepted.

Responsibilities

How employees perceive their role 
as a critical factor in sustaining or  
endangering the security of the  
organization.
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The feelings and beliefs 
that employees have 
toward the security 
protocols and issues.
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Attitudes
The feelings and beliefs that employees have toward the  
security protocols and issues.

Commonly expressed in terms such as prefer, like, 
dislike, hate, and love, attitudes involve a preference 
for or against something. When we express our 
attitudes, we are expressing the relationship (either 
positive or negative) between the self and an attitude 
object10, 11.  For example

“I like my security badge,”

“I hate changing my password,” or 

“I love my job.”

Because attitudes are evaluations, they can be 
assessed using any of the normal measuring 
techniques used by social psychologists12, such as 
self-report measures like questionnaires. Measuring 
attitudes in general has a long history since first 
attempts were published by Thurstone in 1929.

Social psychology has discovered that our attitudes 
are made up of cognitive, affective, and behavioral 
components. Stangor provides the following 
illustrative example in his book, Principles of Social 
Psychology, “consider an environmentalist’s attitude 
toward recycling, which is probably very positive:

In terms of affect: They feel happy when they 
recycle.

In terms of behavior: They regularly recycle their 
bottles and cans.

In terms of cognition: They believe recycling is the 

responsible thing to do.”

He explains that although some attitudes are more 
likely to be based on feelings, some are more likely to 
be based on behaviors, and some are more likely to be 
based on beliefs13.  

Learned mostly through direct and indirect 
experiences with the attitude object14,  an attitude 
is likely to be stronger if there is direct experience15.   
Psychology claims that while attitudes are enduring, 
they can also change. Various theories describe 
how attitudes can change, from learning theory to 
persuasion theory. Augoustinos et al. (2006) point 
out that attitudes need to be ‘activated’ (p.116) in an 
individual.

This has significance for information security 
research as quite often participants may not have 
activated attitudes towards information security 
or the protection of information. They are more 
likely to have activated attitudes if they have direct 
experience of the topic (either in their organizational 
role or personal experience of an information 
security incident). Whilst psychology views that most 
attitudes are determined by affect, behavior, and 
cognition, it excludes the role of social context.

Interestingly behavioral research in information 
security until recently disregarded an important 
finding from classical social psychology that not only 
can attitudes impact behavior, but behaviors also 
influence attitudes. If we engage in a behavior, and 
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particularly one that we had not expected that we 
would have, our thoughts and feelings toward that 
behavior are likely to change17.  This pertains to the 
principle of attitude consistency and is coming from 
the process of self-perception, when we use our own 
behavior as a guide to help us determine our own 
thoughts and feelings18. 

Attitudes are the subject of controversy. As 
mentioned, psychology studies tend to explore how 
behavior influences attitudes. Conversely, behavioral 
security research tends to focus on how employee 
attitudes directly influence information security 
behaviors. This focus of research on the influence 
of attitudes on behavior is not surprising as it is one 
of the most commonly applied socio-psychological 
theories in this field; the Theory of Planned Behavior. 

The Theory of Planned Behavior (later upgraded into 
the Theory of Reasoned Action19) exposes attitudes 
as an important antecedent of behavioral intent. 
For example, research20 points out that employees 
are aware that a password breach can have serious 
consequences for them and for the organization, 
but their attitudes toward following security policy 
remained negative or indifferent, resulting in 
continued risky behavior. Such discrepancy between 
knowledge, attitudes and behaviors is well known in 
social psychology.

Cognitive dissonance is a concept that describes a 
tension between individual beliefs and activities, e.g. 
“I shouldn't smoke, because it is bad for my health. 
I nevertheless smoke”. People have tendency to 
resolve such tense state of mind by rather changing 
attitude (“My grandfather smoked and lived until he 
was 90 years old, so it's not so bad”) than behavior (I 
stop smoking). Similar situations are noticed in the 
security field, when employees instead of practicing 

conscious risk-averse behavior (i.e. use stronger 
passwords), change attitudes toward security 
behavior (“Why would hackers attack me if I'm just 
an ordinary employee”).

Behavioral security research shows that such 
attitudes are an important predictor of end-user 
behaviors and can at the same time be influenced 
by various mechanisms21. It has been empirically 
demonstrated that different training methods 
also change our attitude towards certain issues22.  
However, behavioral security research is not yet 
conclusive regarding the main predictors of attitudes 
and also about how exactly and with what strength 
attitudes impact security behaviors.

Nevertheless, exploring employee attitudes towards 
cyber security provides an important metric to 
help target awareness in a more proactive way23.  
Hadlington (2018) observed that negative attitudes 
are manifested by employees who see reporting cyber 
incidents as a waste of time.

Attitudes of employees toward organizational security 
policy, toward conscious use of IT devices and toward 
organizational security in general are an important 
part of security culture. Information security 
awareness of risks influences the attitude towards 
behavior in the users24. Ifinedo (2014) showed that 
attitude, subjective norms, and perceived behavioral 
control influence users' intention to comply with 
information security organization policies.

Measuring attitudes of employees (on all levels of 
company) toward information security policy and 
security-related activities is immensely important 
for an organization to get an estimate of overall 
sentiment toward security issues in an organization. 
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Tips for positively influencing attitudes towards security in the organization
An attitude is likely to be stronger if there is direct experience. Attitudes can be 
changed by reinforcing positive norms and through effective communication. We 
recommend using techniques such as:

Celebrating achievements. (See Norms.)

Acknowledging concerns. (See 
Communication.)

Involving other members of the 
organization in planning. (See 
Responsibilities.)

Exemplifying behaviors by sharing 
examples of correct and desired 
behavior. (See Behaviors.)

Empowering employees by providing 
adequate tools and processes. (See 
Compliance.)
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The actions and activities 
of employees that have 
direct or indirect impact 
on the security of the 
organization.
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Behaviors
The actions and activities of employees that have direct or  
indirect impact on the security of the organization.

Behaviors of employees when using information-
communication devices are the most researched and 
theoretically discussed element of security culture 
and of behavioral information security research in 
general. Unsurprising as actions of employees are 
in the end those that are direct causes of security 
breaches and incidents25. Employees can execute 
activities of great threat to organizational assets26.  
Whether they act intentionally or unintentionally, 
in our industry, these employees are referred to as 
insider threats or insiders.

Empirical research on end-user security behaviors 
and factors influencing them is still in its infancy27.  
Research in general shows that there are different 
types of users, where a large number of them behave 
in a non-malicious way, but also have low technical 
knowledge related to password creation and sharing, 
which shows that password ‘‘hygiene’’ is generally 
poor28. 

Most users reuse the same password from site to site, 
and most users rely on the same patterns when making 
passwords29. A 2018 study of 6.1 million passwords30,  
identified that the practice of using combinations of 
letters, numbers, and symbols that are adjacent to one 
another on the keyboard, like "qwerty" and "123456," 
is still alarmingly commonplace. However, behaviors 
also vary substantially across different organization 
types31. 

Other unintentional “misbehaviors” may include 
carelessly clicking on phishing links in emails and 

on websites, visiting non-work related websites 
using corporate computers, inadvertently posting 
confidential data onto unsecured servers or websites, 
or selecting a simple password. Another type of 
problematic end-user behavior in organizations 
recognized by information security behavioral 
research is “deviant behavior”32. Deviant behavior 
describes those actions which are intentional and are 
often labeled as sabotage, stealing, and industrial or 
political espionage.

Behaviors are generally very difficult to change, but 
not impossible. Information security behavioral 
research has adopted a number of theories from social 
psychology to find the key factors that influence 
behaviors. The most popular is the Theory of Planned 
Behavior, where behavior is a function of a person's 
attitude toward the behavior, the norms that people 
around the person have (i.e. social pressure), and the 
person’s own feeling of control over their behavior 
(i.e. how easy it is for the person to perform one 
behavior)33.  Another popular theory is Protection 
Motivation Theory34, which delineates two main 
factors of behavior: Information security threat 
appraisal and self-efficacy. In addition, we can find 
further theories35 that try to explain behavior change, 
but the field of behavioral information security 
research is at the moment not yet conclusive about 
the main factors.

A lot of research is hindered by the fact that it only 
collects data from IT administrators or top-level 
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managers, resulting in low representation from 
the end-user community36. However, because we 
measure the security culture of every employee in an 
organization (and perform analysis on how each of 
the dimensions of security culture influences end user 
behavior in different organizational contexts), CLTRe 
plays an important role in putting empirical research 
of end-user behaviors, identification of their factors, 
and security culture in general at a higher level.

Data obtained by measuring each dimension of 
security culture allows for direct comparisons of 
the influence of individual dimensions of security 
culture. Our studies show that end-user behavior 
is empirically dependent on the dimensions of 
security culture. We can compare the strength of the 
influence of knowledge and awareness on employee 
behavior with the influence of norms, attitudes, 
communication processes, roles/responsibilities and 
compliance and make predictions on this basis.

In particular, using predictive statistics we identified 
significant influences of perceptions of organizational 
norms on employee behavior. What is perceived 
as normal behavior in social settings has a strong 
influence on what is considered acceptable behavior 
in an organization and what is not, independent of 
what the rules or formal policies dictate.
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Tips for positively influencing behaviors
Employee behavior is empirically dependent on the dimensions of security culture:

Normal behavior in social settings has a 
strong influence on acceptable behavior 
in an organization. (See Norms.)

Different training methods may change 
our behavior of certain issues. (See 
Attitudes.)

Implement short communications that 
are easily available to the employee. (See 
Communication.)

Identify processes that are improtant, 
and assess employees knowledge of their 
existence. (See Cognition.)

Information security policies guide all 
employees on what behavior is expected 
and how to conform. (See Compliance.)
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The employees’ 
understanding, knowledge 
and awareness of security 
issues and activities.
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Cognition
The employees’ understanding, knowledge and awareness of  
security issues and activities.

It is argued that if a person is not aware of basic 
concepts of information security, he or she is more 
prone to information security threats than the 
others. Thus, knowledge is one of the key concepts in 
the research of human factor in information security, 
and it is a dominant component of information 
security awareness37. However, knowledge is a 
necessary but insufficient condition for employees to 
practice conscious careful behavior and to adhere to 
information security policies38. 

Empirical research shows practically non-existent 
correlations between knowledge and information 
security behavior39,  suggesting that employees who 
know more about security issues do not necessarily 
perform more secure end-user behaviors. This does 
not mean that knowledge is irrelevant in keeping 
organization safe. We just need to be aware that 
relation between knowledge and behavior is not 
direct and linear. Knowledge gained by employees 
can provide reliable insight into which processes are 
important to monitor and improve in order to strive 
for a change in employee behavior40. 

Although the field of behavioral information security 
focuses on the concept of awareness, traditional 
security education, training, and awareness 
approaches are often ineffective in preventing 
violations41,  so it is imperative that we explore other 
approaches to designing programs and how they 
communicate policies to better persuade employees 
to comply42. 

Knowledge Management Theory43 defines knowledge 
as the contextual and high-value form of information 
and experience that positively affect decisions 
and actions44. Whereas, cognition pertains to the 
contextual information, awareness, and personal 
experience ready to be used for decisions and actions.  
It is this distinction that leads us to the conclusion 
that a focus on knowledge and awareness is not a 
comprehensive approach in understanding cognitive 
processes related to security. Instead we focus on the 
concept of cognition.

The concept of cognition generally refers to a range of 
mental processes relating to the acquisition, storage, 
manipulation, and retrieval of knowledge45. Research 
by Farooq & Vitanen (2015) suggests that there are 
three cognitive skills necessary for effective learning 
experience:

1) knowledge of facts, processes and concepts,

2) ability to apply the knowledge, 

3) ability to reason46. 

These cognitive skills are developed through 
thought, experiences and senses47. Measuring the 
organization’s cognition of security tells us what 
employees verifiably know or believe, what they 
understand of security-related issues and practices, as 
well as how they apply their knowledge. Our concept of 
cognition is therefore a combination of information, 
awareness and experience. We understand the 
acquisition of knowledge and understanding as parts 
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of a wider set of cognitive processes, including but 
not limited to: awareness, action, emotions, memory, 
senses, thinking, planning, reasoning, and problem 
solving. 

Assessments of employee cognition are important 
for organizations for various reasons. Foremost, 
knowledge is a necessary condition for other processes 
to unveil in order to have a secure organization. 
Knowledge and related cognitive processes are 
usually measured via self-reporting method, which 
gives good enough data, as it shows how confident 
users feel regarding a phenomenon48.  

We are interested in understanding and improving the 
process of acquiring knowledge and understanding 
of security-related issues. Information security 
awareness is important, but not a comprehensive 
approach in understanding cognitive processes 
related to security. We suggest that researchers 
and practitioners should look more broadly than 
the concept of security awareness and combine 
understanding processes of acquiring and using 
knowledge with other dimensions of security culture 
to get a comprehensive understanding of the role 
that knowledge plays in security of organization. 

Higher levels of cognition help employees understand 
critical factors in improving security culture, such 
as how important their behavior is in sustaining 
or endangering the security of the organization, 
which can help build a sense of responsibility as 
well as support a sense of belonging and improve 
communication channels. 

It is paramount that awareness trainings and other 
educational tools designed to build knowledge of 
security are tailored to the needs and learning styles 
of the individual. Tailoring education using target 
audiences improves the effectiveness of security 
culture programs, increases employee involvement 
and engagement, and improves cognition. The 
information gathered by security culture metrics 
can be used identify these needs and create target 
audiences. 
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Whilst knowledge by itself is unlikely to have a direct impact on behavior, the cog-
nitive processes required to acquire knowledge related to security have a direct 
and indirect influence on other dimensions that are significant to improving security 
culture:

Establish clear expectations from the 
start. (See Norms and Compliance.)

Emphasize the important role that each 
employee has is in sustaining the security 
of the organization. (See Responsibilities.)

Share stories that advertise the security-
related social norms and support a sense of 
belonging. (See Communication and Norms.)

Ensure awareness trainings and other 
educational tools designed to build 
knowledge of security are tailored to 
the needs and learning styles of the 
individual. 

Tips for positively influencing cognition
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The quality of communication  
channels to discuss security-
related events, promote 
a sense of belonging, and 
provide support for security  
issues and incident reporting.
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Communication
The quality of communication channels to discuss security-related events, promote a 
sense of belonging, and provide support for security issues and incident reporting.

Communication is a mechanism for securing or 
compromising information through the management 
of people and technology49 and thus plays a vital 
role in organizational security50. In IBM’s 2018 Cost 
of Data Breach study51 clearly shows the need for 
effective organizational communication processes, 
as it is reported that it takes in average 197 days for 
organizations to detect a breach and a further 69 days 
to resolve the situation and restore service.

Many researchers conclude that managers should 
effectively communicate security-related concepts 
to their employees52, yet little research empirically 
examines how such communication can affect later 
security behavior53. Empirical research on the role 
of communication in security culture is rare, but 
important: it shows that both the prevention of 
security breaches and the response to them are largely 
determined by effective communicative processes. 
Communicative structures (channels, possibilities to 
communicate) need to exist that give meaning and 
legitimation to desired practices54. 

There is a need for frequent communication within 
and between departments, possibly by a shared 
platform for interactions between employees. 
Where frequent communication is encouraged, 
employees who naturally would not communicate 
with others are presented with the opportunity to 
do so. More specifically, communication between 
departments needs to be collaborative, and it needs 
to be knowledge-rich communication. Collaborative 

communication is important both for security 
prevention and response strategies to achieve 
desired outcomes55. Information security is an inter-
departmental effort rather than an IT-department-
only effort, and inter-departmental collaboration 
requires a good communication culture56. 

Because annual security awareness training 
effectiveness decays over time, some employers and 
software vendors have begun to implement real-
world short communications with some success57. 
Many sites now provide instant feedback on the 
strength of newly formed passwords, which has been 
shown to have a positive impact on user security 
behavioral outcomes58. Commercial web browsers 
utilize security warnings displayed to users who 
may surf to the wrong site59. And, the SANS Institute 
distributes Post-it notes that include the reminder 
“do not write your password here”60. 

Employee engagement is the result of an employee’s 
cognitive and emotional motivation, self-efficacy to 
perform the job, a clear understanding of his or her 
role in the organization, and a belief that he or she 
has the resources to perform their job. All of these 
factors can be positively influenced through good 
communication.

While communication is a basic requirement of 
management, it is also instrumental in raising the 
morale of employees, affecting motivation, and 
encouraging employee engagement. It is through 
communication, verbal or non-verbal, that people 
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submit different feedback and requirements to the 
management. Motivation plays a vital role in the 
discovery of the needs and aspirations of staff by 
managers. Proper communication is an efficacious 
and proficient means to foster good human 
relationship with individuals (and the general public) 
and for keeping an organization proactive, in order to 
comfortably handle daunting challenges.

Other benefits of effective communication skills in 
building security culture are that communication 
acts as a source of information and helps in the 
decision-making process and helps in identifying 
the alternative course of action. As stated earlier, 
communication helps in building people’s attitude. 
A well-informed person will always have better 
attitude than a less informed person. Different forms 
of communication like handbooks, newsletters 
and meetings will help the employees to form 
different attitudes. Communication also helps in the 
controlling process of management. It allows the 
managers to know about employees’ grievances and 
helps the employees to know about the policies of 
the organization.

Effective communication is a necessary requisite 
for successful collaboration between departments 
and business units. A collaborative effort is needed 
to build an effective security culture and is a 
fundamental part of the Security Culture Framework 
(SCF). In particular, its Organization module (step 
two of the framework) requires that a security culture 
program “involve the right people and define target 
audiences”61. 

The SCF explains that the “right people” can be 
found from throughout the organization, in almost 

any department, at every level. Every successful 
security culture program needs to achieve executive 
buy-in and management commitment from the top 
down. In order to attain this, the core team (the main 
people who are going to design and implement your 
security culture program) will benefit greatly from 
multi-functional expertise. In addition to security 
expertise, for example, competences from marketing, 
communications and HR will be invaluable, as these 
roles require highly-developed communication 
channels with other stakeholders, including 
employees from across the organization. The “right 
people” can also be found in the form of potential 
security champions or ambassadors. Again, these 
people are not necessarily found inside the security 
or IT teams and can be found can be found from just 
about anywhere. Mapping the security culture of the 
organization against the organizational structure 
is one way to uncover potential security culture 
ambassadors.
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Communication can be improved by various techniques, from improving the exist-
ing channels to improving sense-of-belonging through team building activities and 
other techniques such as:

Keep members informed. Attitudes 
towards security measures are more 
likely to be built in a positive manner if 
members understand the necessity of 
the various steps that are made to secure 
the organization and its assets. Share 
what steps are being taken, why they’re 
important, and what impact they will 
have (on the business as a whole, and on 
them individually).

Resonate with your audience. Whether 
you are addressing senior management 
or front-line staff, it is important the 
information is provided in a way that is 
digestible and relevant to them. Listen to 
their concerns. Find out what is important 
to them and why. When explaining why 
certain security measures are important, 
be sure to communicate why they are 
important for them, for example, explain 
how the measure will affect their work, how 
will they benefit, and what impact it will 
have on them). Speak using language that 
resonates with your target audience.

Encourage positive expression. The more 
often an attitude is expressed the stronger it 
becomes62,  whereas an attitude that is not 
expressed frequently is likely to be weakly held. 
Build a network of security ambassadors across 
different business areas. Encourage and support 
security champions.

Tips for positively influencing communication
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The knowledge of 
written security policies 
and the extent that 
employees follow them.
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Compliance
The knowledge of written security policies and the extent that  
employees follow them.

There is an abundance of scientific and professional 
research of information security compliance. This is 
not surprising as it is assumed that non-compliance 
to information security standards and policies is 
one of the main human-related reasons for security 
breaches in organizations63. Information security 
compliance ensures that information security 
mechanisms implemented in an organization 
work together effectively to protect the critical 
information64. It is considered to be an institutional 
yardstick to show that adequate steps have been 
taken to protect organizational information65. 

Enforcing information security compliance is 
a complex security culture issue66. Compliance 
includes many organizational processes. First of all, 
compliance assumes existence of information security 
policies (ISPs). Usually presented as a document, ISPs 
are a set of rules, regulations, laws and practices that 
state how assets in the system including sensitive 
information are managed, protected, shared and 
distributed accurately without any type of loss67. 
These policies typically describe the acceptable use 
of computer resources, the responsibilities regarding 
information security, and also the type of training 
that employees should have and the consequences of 
security policy violation.

Usually the main purpose of ISPs are to illustrate the 
employees’ security responsibilities and roles and to 
describe procedures that should be followed to avoid 
the security risks68. They define a set of security rules 

and responsibilities of the employees to safeguard 
the information and technology resources of their 
organizations69. These policies must address the 
management, protection, and resources associated 
with the information and the Information Systems.

Compliance is not just about the existence of an 
adequate document, complied to by the employees, 
but also involves processes of communication, 
cooperation and coordination, so that the policies 
are adequately implemented and adhered to at 
all organizational levels. Adoption of information 
security compliance in organizations involves70: 

(a) Implementation of effective and balanced 
 information security measures and mechanisms.

(b)  Compliance with legal and security requirements  
 and expectations of organizations.

(c) Maintaining both employees’ and stakeholders’  
 confidence and trust in the security.

Having a well-documented set of policies and 
procedures is not, by itself, good enough to deter 
information security breaches71. It is imperative to 
define and understand factors that motivate and 
enhance employees’ compliance with ISPs. Nowadays 
a number of different approaches exist that aim to 
identify the main factors of information security 
compliance in organizations.

The most commonly used approach is that of the 
Theory of Planned Behavior72. There are also other 
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theories that focus on negative motivators, such as 
sanctions and fear73. Lately, research shows that the 
most effective seems to be intrinsic motivation rather 
than extrinsic motivators74. This stream of research 
suggests that we should find a fit between the values 
of employees and the objectives of the ISPs, because 
intrinsic motivation to follow ISPs is much more 
effective than external ones, like sanctions. In any 
case, no conclusive results exist to suggest the best 
approach. 

It is however clear that compliance with ISPs is 
deeply rooted in the security culture and wider 
organizational culture, which is why compliance is 
a complex socio-cultural phenomenon. Measuring 
compliance as a dimension of security culture is of 
utmost importance for organizational security. 

In addition to having a well-documented set of 
policies and procedures, ISPs must be clearly 
understood, readily available and easily accessible 
to all employees. Incorporating policy into learned 
processes and procedures is essential. Compliance 
can be improved when the employee understands 
how the policy affects them, their work activities and 
their role within the organization.

Moreover, measuring, monitoring and actively 
working to improve all dimensions of security 
culture, including Compliance, can have significant 
influence on improving employees’ understanding 
and adherence to the information security policies set 
by an organization. In particular, we see that as levels 
of Cognition, Responsibilities, Communication, and 
Attitudes increase, Compliance is also positively 
impacted.
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Employees’ understanding of and  adherence to written policies can  
be improved by:

Increasing the understanding, 
knowledge and awareness of the policies 
themselves, including procedures to 
implement them into daily work tasks 
and activities. (See Cognition.)

Strengthening the understanding of how 
important their own role is as a critical 
factor in sustaining or endangering 
the security of the organization. (See 
Responsibilities.)

Improving the quality of communication 
channels to discuss security-related issues and 
report incidents. (See Communication.)

Supporting the attitudes towards the 
importance of security. (See Attitudes.)

Tips for positively influencing compliance
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The knowledge and adherence 
of unwritten rules of conduct 
in the organization, i.e. how 
security-related behaviors 
are perceived by employees 
as normal and accepted or 
unusual and unaccepted.
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Norms
The knowledge and adherence of unwritten rules of conduct in the organization, i.e. 
how security-related behaviors are perceived by employees as normal and accepted 
or unusual and unaccepted.

Norms are widely understood to be one of the 
most important mechanisms that influence human 
behaviors75, thus a key element of security culture. 
Just as norms in general help people negotiate their 
daily activities, we can say that organizational norms 
guide people in their daily conduct at workplace. 
Sociological, socio-psychological and behavioral 
information security research find that norms 
guide employees in their use of organizational 
infrastructure and IT76, and emphasizes norms as one 
of key influences of end-user security behaviors and 
compliance77. 

Norms can be internalized by various sensemaking 
systems78. Theory of Planned Behavior is a socio-
psychological theory that has been quickly adopted 
by the security field and shows that people generally 
orient their activities on the basis of reasoning, i.e. “if 
other people who are important to me think I should 
do X, then it is probably smart to do X”79. 

However, the concept of norms is multidimensional 
and is not just about what other important people 
think. It is helpful to differentiate between two 
general types of norms, social norms and personal 
norms:

- Social norms can be defined as a set of (unwritten) 
rules that are based on common beliefs about 
how people act in a particular situation80. These 
are grounded in social interactions, and guide or 
restrain behavior through social sanctions, not the 
force of law. Social norms are enforced by informal 
rewards (like praise, reputation) and sanctions 

(ignorance, mocking). 

- Personal norms on the other hand are internalized 
social norms. They are grounded in one's beliefs 
and values and their rewards and sanctions are 
self-imposed. 

An individual who follows social norms, might do 
that in order to avoid sanction and not because he 
or she honestly believes that this is the right way of 
doing things. Conversely, an individual who follows 
personal norms does so because he or she believes 
that it is the normal and best way, and it is in line 
with his/her own values. Acting according to a 
personal norm becomes an end in itself rather than 
merely a tool in achieving certain goals or avoiding 
social sanctions81. 

Norms are very powerful, but also difficult to influence 
as they are relatively stable set of unwritten rules 
regarding what is good, right and important82. The 
task of a building security culture is thus to stimulate 
development of norms that support organizational 
security and ensure these norms become internalized.  
This way, adhering to a norm is intrinsically motivated 
and satisfying, and an individual will behave in line 
with norms even when there is no immediate social 
pressure or sanctions. This is because employees’ 
values and behaviors are aligned with expectations 
that come from information security policies.

Unlike social norms, personal norms are difficult to 
manipulate directly. Stimulating pressure of personal 
norms should come from an employee's inner self 
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and that is usually not easily accessible. Studies 
show that personal norms are influenced by external 
sources such as social norms as well as factors 
such as awareness of consequences and ascription 
of personal responsibility83. Therefore, instead of 
directly appealing to employees' moral obligation, 
an organization may, via social norms, persuade its 
employees to behave accordingly.

Organizational norms are relatively stable social 
structures, but they can be changed. One important 
contextual factor is the general organizational 
culture, which first needs to establish an adequate 
moral climate84, because human behavior is strongly 
affected by culturally transferred norms and 
values85. When policies are clearly communicated 
and accepted by the group, they help consolidate 
such pronouncements into normatively acceptable 
behavior. 

Behavioral security research offers methods to 
measure norms, but they are somewhat limited, 
as these methods do not reveal the values behind 
norms. For example, an organization might develop 
a norm that it is completely acceptable to share 
passwords among employees when needed. Such 
norms will increase problematic end-user behavior. 
On the other hand, if organization has norms that 
instruct employees to mock people who write 
passwords on Post-It notes, such norms will probably 
positively influence end-user security behaviors, but 
have lasting damage to communication channels, 
employee attitudes and possibly responsibilities and 
compliance too. It is important to measure not only 
the presence of norms, but what kind of norms are 
present and how powerful are they.

Measuring norms in organizations is a key element 
of security culture program. This is as important 
as measuring behaviors, cognitions and other 
dimensions of security culture, if not more so. When 
a measurement tool detects a decline in norms that 
support security of organization, such change usually 
precedes changes in behaviors. Such observation 
is alarming but also allows management to inflict 
necessary changes before the changes in behaviors 
occur.

Studies show that personal norms are influenced 
by external sources such as social norms as well 
as factors such as awareness of consequences and 
ascription of personal responsibility86. Therefore, 
instead of directly appealing to employees' moral 
obligation, an organization may, via social norms, 
persuade its employees to behave accordingly.
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Positive norms that support organizational security are internalized when employ-
ees’ values and behaviors are aligned with those expected. Behaviors that are 
supportive of organizational security need to be identified, taught and reinforced. 
(See Behaviors.) When correct and expected behaviors are accepted as normal, 
adherence to these norms can be encouraged through the following mechanisms:

Internal communication channels 
should be open and accessible to address 
any uncertainty and share best practices. 
Sharing lessons learnt, celebrating 
achievements, exemplifying correct 
behaviors, and acknowledging concerns 
are all proven mechanisms. (See 
Attitudes.) 

Expectations can be set through 
information security policies and role 
responsibilities. When desired actions are 
clearly communicated and accepted by 
the group, they help consolidate policies 
into normatively acceptable behavior. (See 
Responsibilities.)

Design campaigns that that advertise the 
information security related social norms. 
Encourage employees to share their stories 
using blogs, newsletters, and e-mails, etc, so 
that others become aware of the consequences 
of non-compliance and see others rewarded for 
adherence to norms. (See Communication.) 

In addition, the role of organizational 
punishment can be considered as a form of 
social control. When used as a legitimate 
deterrent, punishment facilitates distinction 
between desirable and undesirable acts and 
helps to establish group norms by identifying 
acceptable and unacceptable behaviors87.

Tips for positively influencing norms
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How employees perceive 
their role as a critical 
factor in sustaining or 
endangering the security 
of the organization.
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Responsibilities
How employees perceive their role as a critical factor in  
sustaining or endangering the security of the organization.

Responsibility domain is mainly related to 
employees' practices and performance such as 
monitoring and control, reward and deterrence and 
acceptance of responsibility88.  Employees should be 
aware that knowing and practicing secure behaviors 
is their responsibility89. Moreover, the protection 
of information should be part of the daily activities 
of the employees90. Employees need to be fully 
aware and committed to their role in the protection 
of the information in order to understand their 
responsibilities.

Organizations cannot truly protect their assets 
without ensuring that employees understand their 
roles and responsibilities, and they are sufficiently 
trained to perform them91. Employees can have 
knowledge of security issues, positive attitudes and 
generally good awareness of security issues, but they 
also need to be fully aware of their responsibilities 
and roles in securing their organization so that they 
are proactively engaged into resisting and reporting 
security incidents.

Every employee has a social and organizational role 
to play and these roles differ between employees and 
groups. Each employee has a set of expectations that 
are not general but tailored to each role. In other 
words, it is ineffective to target employees with 
security-related details that are irrelevant to their 
role92. 

Security responsibilities pertain to the social and 
organizational roles that employees have in the 

context of their organizational endeavors. Security 
research too frequently focuses exclusively on 
responsibilities of IT department and decision 
makers, while neglecting the responsibilities of 
‘ordinary’ employees. The latter are usually not 
involved in the security issues, as research shows 
that only a small group of employees are involved 
in planning, managing and implementing security93.  
Consequently, employees do not feel that they play 
any important role in security issues and don't have 
any responsibility for security problems.

Awareness of roles and responsibilities is thus 
an important part of security culture. Moreover, 
an employee’s awareness of their own individual 
security responsibilities, and their understanding 
of the importance of their responsibilities for the 
information security of the organization, is a key 
component of information security awareness 
concept as defined by the Information Security 
Forum.

Responsibilities can be influenced by clearly defining 
roles of employees regarding security. If the members 
of an organization do not understand their place in 
the security of the organization, they are less likely 
to follow the necessary steps and procedures to make 
the organization safe.



38The 7 dimensions of security culture

In any organization, security is everyone’s responsibility. How people understand 
those responsibilities is a key component of security culture. To improve, we offer 
the following advice:

Time should be taken to explain to 
every member of the organization how 
they fit into the security system of the 
organization. Because, when everyone 
is aware of their place within the 
organization’s security, each person can 
more easily see how they can improve 
the security situation by their actions. 
(See Cognition.)

All members must understand that they 
are all a part of the security system, even if 
they are not working on sensitive material. 
This knowledge and understanding will 
make each and every member less likely 
to put the organization in danger through 
risky actions. (See Compliance.)

Managers should make sure all members 
of their teams understand how the security 
system is a vital part of the organization and 
how they are all connected and responsible for 
securing their assets by acting responsibly and 
following the right procedures. (See Norms.)

Managers should talk with the members of 
their teams regarding their responsibilities 
and how they can improve the security 
culture of the team and organization. 
Furthermore, managers should encourage 
dialogue between themselves, team members 
and security officers, to further knowledge 
of the responsibility they all have for the 
security situation of the organization. (See 
Communication.)

Tips for positively influencing responsibilities
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Supported by ENISA

Our approach is supported by the European Agency for Network and In-
formation Security (ENISA). ENISA strongly recommends measuring securi-
ty culture in its 2017 report entitled Cyber Security Culture in Organisations. 
In which, ENISA specifically lists the same seven human-related elements of 
organizational security that our security culture model is based on. 

ENISA explains that, because organizations are complex social structures, 
a security culture transformation requires changing values and beliefs, al-
tering behavior, and ultimately shaping underlying assumptions regarding 
security. It warns that “ignoring human factors in the development and de-
ployment of cybersecurity policies and processes predestines [culture build-
ing] activities to failure.”94

ENISA emphasizes that, “before any further steps are taken, the current 
state of security culture in the organisation should be assessed.”95 Further 
advising that, in addition to establishing the level of knowledge and aware-
ness of employees [i.e. Cognition], organizations should examine employ-
ee Behaviors, monitor employee activities to measure Compliance, study 
employee perceptions and understanding regarding some key aspects of 
cyber security culture, including “individual involvement and responsibili-
ties regarding cybersecurity [i.e. Responsibilities], the effectiveness and 
openness of communication on the matter within the organisation [i.e.  
Communication]... employee beliefs and assumptions [i.e. Attitudes]... 
as well as what they perceive are the Norms of organisational conduct 
and practices within their company.”96 [Emphasis added.]
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