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Foreword

Leigh Thomas is an ambitious and passionate executive with a desire for
achieving the ideal.

With experience in numerous industries and working within C-level
communities across the globe in Oil & Gas, Mining, Power & Enterprise IT
across multiple divisions across the business.

Following his experience with his previous employer and working with
leading ClOs & CISO’s across EMEA, his understanding of B2B events grew.
With his passion for achieving the ideal scenario a plan was founded to
strip back what the industry is about. This is where the core values of the
Alliance Chapter were born along with Alliance Media Group.

Alliance - ‘A union formed for mutual benefit.

Whilst understanding that every business will need to drive commercials
to become sustainable in the modern world. Leigh believed that
commercials must not be the driver but, a solution to a ‘why".

The Event Managed Services industry is spiralling into a dark tunnel of
an industry where money is the leader and not the value of time. The
industry was born off the back of ‘Everybody wants to learn” and Leigh
Thomas has created the Alliances to ensure that the end user driven
meets, are purely focused around the educational needs of everyone
involved and around their business objectives. Zoning in on the best
practices in overcoming the common business objectives that motivate
activity within each of the end user firms and not simply global trends
and themes to generate revenue.

Leigh Thomas
Director & Founder
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08:00 - 08:30
Varonis Executive Exchanges

08:30 — 09:00
Registration

09:00 - 09:15
Housekeeping, purpose driver and format reminder
Leigh Thomas — Director & Founder - CISO Alliances

09:15 - 10:00
Session 1 - Open Forum - Cyber Risk Ontology

Steve Jump — Head: Corporate Information Security Governance, Telkom

10:00 - 10:30

Session 2 - KnowBe4 - Security Awareness — Best Practices
Anna Collard — Managing Director Popcorn Training

Liza Weschta — Head of Sales and Marketing: Africa

10:30 - 11:00
Networking Break

11:00 - 11:45
Session 3 - Open Forum - Trust Experience — who do you really trust?
Oscar Stark — Chief Specialist: Strategic Architecture, Liberty

11:45 - 12:15
Session 4 - Microsoft - Intel being collated to build
Colin Erasmus

Johannes Kanis

12:15 - 13:00
Networking Lunch

13:00 - 14:00
Session 5 - Cloud Security Workshop

Justin Williams — Executive: Group Information Security, MTN Group
14:00 - 14:30
Session 6 - Security Analytics Open Forum

Pragasen Pather — GM: Governance Risk and Security, Sun International

Closing Remarks & the Next Steps
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SS Consulting & T-Systems.
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Open Forum

Session 1

Steve Jump

Head: Corporate Information
Security Governance

Telkom

Session Title: Cyber Risk Ontology
Session Leader: Steve Jump - Head: Corporate Information Security Governance, Telkom
To establish an unambiguous terminology to communicate actual cyber risk across business groups and

management levels. From technical attack level through to strategic risk. Allowing effective value based

actions to be both taken and funded.

Materials to Support: Cyber Risk Ontology



https://www.alliances.global/wp-content/uploads/2019/10/Cyber-Risk-Ontology.pdf

Steve Jump — Cyber Risk Ontology - Session 1 Feedback

| found Steve Jump’s presentation to be the most interesting. | was very valuable
indeed.

Brilliant exercise to get people out of their comfort zone

What Jumps to mind :) Great presentation with great lessons learned

Great exercise. Look forward to seeing the outcomes. Could be packaged to use

internally in my organization.

Interesting activity which confirmed what I've assumed for a while: we don't know how
to communicate between levels of an organisation and there are often no standards
within organisations. An exercise to replicate within my own teams / client

environments.

Excellent workshop, shows the real problem you would have getting a problem
through to the board

The format was good and demonstrated the challenge of communicating security at
different levels in the organisation. | was hoping to get more ideas on how this can be

resolve

Good practical exercise. Might be good to create a training manual around it

Yes, this was a valuable exercise on how quickly the wrong message can go up to
board level.

Communication is key and this was very well articulated how different audiences

communicate. expectations are very important and often IT staff forget that

Good ice breaker it really did highlight the broken telephone phenomenon. Proper
communication is vital to ensure that all stakeholder have a similar view to the issues
at hand.

Great session, the workshop bit really got the discussions going in all different
directions.

Great session and brilliant methodology used for discussing the session

Excellent perspective on how communication up and down the hierarchy of
organisations should be approached. Very relevant for security given the urgent need

to raise awareness at an executive level.

Valuable session that gave me opportunity to connect all levels of professions when
incident of occurs . It challenged me to think what message and how to present certain
information at different levels.



Open Forum

Steve Jump

Head: Corporate Information
Security Governance

Telkom

Captured Comments

The results of the exercise however are very interesting. Without a doubt they show that cross-level
communication is almost non-existent.

So far that is the easy part.

What seems obvious from these comments is that each layer of reporting is only aware of its own context.
So although this is a very limited scope test at first glance it appears to prove our original hypothesis.

The initial conclusion is that we really do need to teach each level how to report their situation and its
meaning in the context of their adjacent reporting structures

It is very easy to laugh at some of the assumptions came out of the exercise but | think we will agree that we
have encountered exactly this in a real business environment.

Given that our team members where multidisciplinary there appears to be very little insight from this mix.
Again confirmation that attitude and amplitude rule in a business context.

This is nice data, but too small a set to be of any statistical significance, so we really need to run this again
across multiple groups, perhaps | might ask your indulgence to use CISO alliances as a platform for this?

How we do this in the time of coronavirus might prove interesting, but an online collaborative exercise
seems plausible, if quite hard to engineer.
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Operational Management
Technical, Operational, Network, IT Logistics,
Engineering, Manufacturing
Reports to Tactical>

Tactical Management
Product, Sales, Service Delivery, Store, Systems,
Warehouse, Factory, Retail
<Instructs Operations - Reports to Business>

Business Management
sales, Finance, HR, Procurement, Regional, IT, Business
support systems, Legal
<Instructs Tactical - Reports to Exco>

Exco — Strategic Management
Board & Strategy, C-Level Management, Shareholder,
CEO, CFO, CIO0, CxO
< Instructs Business

Firewall stats on an incline

We are experiencing a high volume of
activity on our security technology

COME TO MY OFFICE

Someone deleted active directory

Users are unable authenticate to their
computers

Don’t ask me!!

Outbound traffic to suspicious IP

There is a potential breach that is being
investigated

Don’t ask me!!

Potential zero day exploit

We have a potential vulnerability

Don’t ask me!!

3

2

1

Discovered a new malware suspected
ransomware

Antivirus update

System patched

Were suspicious activities noticed?

Investigate forensics on suspicious

Infected servers to be reported on next
month

Digital forensic investigation in progress

Report due next month / next board
meeting

Spyware on the CEOs laptop

Targeted attack

20% of Exec dashboard training

More training required for Exco

DDos on the perimeter network

Business system not available?

Productivity Down

Days of service down

Cost of business lost R2 million
Critical business system

Critical business system outage
Impacting productivity
Financial loss of R2m

Spearphishing on the CFOs laptop

Check validity of email from the CFO

CFO email spoofed

Monthly investigation
Need stricter payment controls

Users receiving emails purporting to be
from CFO

Investigation in progress.

Controls being improved.

5

Microsoft SMB- V3 Vulnerability
announced without patch

Zero day apply mitigating controls

Affects 20% environment

No patch

Network/system isolation Validation of
sensitive information being
compromised

Risk/issue identified which affects 20%
of the environment

CSIRT activated

CSIRT activated Dealing with information
breach affecting 20% of environment;
Potential reputational impact for PR to
deal with.

Hard drive failure on MS- exchange
server

Critical failure-Email to be restored from
DR

Provide updates
Clarify issue

No details on the issue

User clicked on a fishing link—PA of CEO

Ransomware exposed region affected
through fishing

Execute incident response
Impact?

Regional office- incident response
activated

Region off-line, Incident response is
broken, Considering invoking BCP to
minimize business impact

2

4

DC- shut down one client

Multiple sites affected

Incident process invoked for three
incidents

Awaiting details managing

impact

No message for EXCO

Phishing attack:$500,000

Payment made

Incident process invoked for three
incidents

Awaiting details managing

impact

DataBreach:

10,000 records leaked to Dark web

Incident process invoked for three
incidents

Awaiting details managing

impact

4

2

Customer service will be impacted for
online banking platforms
CallCenter volumes will be impacted

Online banking is down affecting
CallCenter volumes

Invoke PR — calls alternate banking

Temp staff to handle influx
Vendor management third-party
investigation

CEOs Pl contained on payslip potentially
exposed to some staff members.
Potential PR/ID theft reputational
impact

Potential leakage of CEOs personal
information to internal staff member

HR involvement and containment.

To deal with the employer







Know Be4

Session 2
Anna Collard
Managing Director

KnowBe4 Africa

Session Leaders: Anna Collard — Managing Director Popcorn Training
Organisation: KnowBe4 Africa, Formerly Popcorn Training
Session Title: KnowBe4 Security Awareness — Best Practices
Focus of the Session:
Security Awareness — best practices

Incentives, yes or no?

Keeping engagement

Showing Return of Investment/metrics

What's coming soon
Takeaways:

Social engineering is #1 attack vector

Sharing what works and what doesn’t work
People can transform to become our strongest security assets — we just have to enable them.

Materials to Support:

African Cybersecurity Research Report
CLTRe-The7DimensionsSecurityCulture-ResearchPaper
Slides

KnowBe4

Alliance - A union formed for mutual benefit’
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https://www.alliances.global/wp-content/uploads/2019/10/African-Cybersecurity-Research-Report-1-1.pdf
https://www.alliances.global/wp-content/uploads/2019/10/KnowBe4_compressed.pdf
https://www.alliances.global/wp-content/uploads/2019/10/CLTRe-The7DimensionsSecurityCulture-ResearchPaper.pdf
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Open Forum

Session 3

Oscar Stark

Chief Specialist:
Strategic
Architecture

Liberty

Session Leader: Oscar Stark — Chief Specialist: Strategic Architecture, Liberty
Session Title: Trust Experience — who do you really trust?

So your organisation is going digital, transforming the business and implementing technologies like Artificial
Intelligence and Blockchain. And now you are bombarded with acronyms like customer experience (CX),
and user experience (UX). But have you thought of the trust experience (TX)? Trust serves as fundamental
anchor to enable transactions and lives in the fabric of the organisation. Trust is however not considered
when building out experiences for customers to engage with the organisation or how new technologies
implemented would impact it. What is more alarming, is when people assume that the security
mechanisms they implement will naturally instil trust, but actually has the converse impact. This generally
unowned territory of trust gets associated with information security and cyber, but what can professionals

do to make trust a deliberate outcome?
This talk will delve into:

What trust experience (TX) is;
How one can be deliberate in designing trust into your engagement with customers;
How trust experience relates to threat modelling, and

How trust will serve as a business differentiator going forward
Some discussions points:

Does your organisation even consider the customers trust experience and expectations?
If you where to tackle this topic, who would you partner with in your organisation?
What measures would you use to check that you are making an impact?

Do you think the topic is even relevant?

Materials to Support:

Who do you TRUST?

Alliance - A union formed for mutual benefit’


https://www.alliances.global/wp-content/uploads/2019/10/Who-do-you-TRUST.pdf



Oscar Stark - Trust Experience — who do you really trust? - Session 3 Feedback

Great presentation. However, the question about 3rd Party opinion was not well

addressed

Interesting view

Again great content, valuable info taken from the session

Good thought-provoking discussion. Aligns to thinking that building trust should be
core to our mission and doesn’t happen accidentally.

As always, a thought-provoking presentation. With the right level of drama and
confusion building at the beginning but culminating in a very pertinent point. Thank

youl!

Great topic, | learned a lot and it is something | will explore more

| have zero trust, so the question is what is scarier, zero trust or blind trust

Interesting positioning but really a complex topic.

A new dimension to consider

Thank you Oscar | loved your segment

| know it was built for the techies BUT I will use it for Cyber awareness

Cyber awareness will only thrive where Trust has been built. and IT people don’t really care about Trust

because its fluffy

Trust is not a control. Trust is an enabler to ensure a long-term relationship between
stakeholders. We need to be cognisant of our actions/processes which might affect
the trust our various stakeholders have in us.

| trust Stark

Great content

Very lively discussion

Great and on point! No further comments.

Great perspective to Information Security . Important learning on how to understand

and have expectation of trust from users in the organisation .

17



Microsoft

Session 4

Session Leaders: Johannes Kanis

Organisations: Microsoft

Session Title: Let Microsoft Security and Al Help Protect Your Business with Intelligent Security
Synopsis:

With more than 3,500 global security experts and $1B invested annually in research and development, we
are making Al and automation work for our customers. Our business ready security solutions reduce noise
by 90 percent, eliminate time-consuming tasks, and automatically remediate 97 percent of end-point
threats. To help customers with these challenges, we recently released Microsoft Azure Sentinel which is a
cloud-native security information and event manager (SIEM) solution that provides limitless cloud speed and
scale, integration with existing tools and data sources, and faster threat protection with Al by your side.

Links:

https:/www.microsoft.com/mea/security/

https:/www.microsoft.com/en-za/trust-center

Slides

Microsoft



https://www.microsoft.com/mea/security/
https://www.microsoft.com/en-za/trust-center
https://www.alliances.global/wp-content/uploads/2019/10/Microsoft.pdf

Microsoft - Session 4 Feedback

Good

No really, | think we all are aware of the what they offer
Nice tools if you have the budget

Would have been good to hear more around the ai ml capability of the product and
less about generic information around it.

Thank you for answering questions candidly and for providing insight into the new
tools, approaches and activities that Microsoft is investing in. Also for “sticking to the
script” and not being too sales-driven.

It wasn’'t informative enough on statistics

Nice high-level view of an available capabilities

Informative

Found a new functionality
session approach was great. Transparency and ongoing conversation is great.

Good presentation - didn’t really resonate with me

The new capabilities of the Azure cloud (Sentinel) are interesting and can add a lot of
value to organisations.

Was good to know that MS is looking at investing in security and their cloud presence
in SA

Was good to see how MS portfolio advanced

Great session

Microsoft products speak for themselves , great to know more products availability .

19



Cloud Security Workshop

Session 5
Justin Williams

Executive: Group
Information Security

MTN Group

Session Leader: Justin Williams — Executive: Group Information Security, MTN Group
Session Title: Unpacking Cloud Security As a Community
Contextualised overview:

The Cloud is here whether you like it or not. Increased pressure from internal organisational customers
and external solution providers is forcing organisations to progress on the cloud journey regardless of
reservations.

There are several key components to security in any infrastructure—and the cloud is no exception. What is
different about security in the cloud is where the responsibility for managing different security components
lies.

With an on-premises solution, your organization is solely responsible for all aspects of security. In the cloud,

a cloud service provider (CSP) may take responsibility for certain components of their infrastructure. Here’s a
table showing the typical allocation of responsibility for different IT security components for specific types of
cloud services: See graph.

Source - www.compuquip.com/blog/cloud-security-challenges-and-risks

It's important to note that this table only represents a typical allocation of responsibility. Cloud service
providers may have different allocations of responsibility outlined in their service agreements. The
complexity only grows where application and service providers are introduced who are providing services
built on top of the cloud provider as the responsibilities marked as CSP may now be distributed between
multiple parties and tends to be even more vague.

Alliance - A union formed for mutual benefit’


http://www.compuquip.com/blog/cloud-security-challenges-and-risks

Given this complexity, let us use the power of our community to further explore the key risks and

challenges, share some of our experiences and challenges and possible solutions.

6 Subsections (and related questions)

Lack of transparency, visibility and control

Vendor lock-in

Application of the Lockheed Martin Cyber Kill Chain in the cloud
Cloud as an opportunity to optimise limited security budget
Technical compliance challenges

Legal, regulatory and governance compliance challenges

Expected outcomes and action areas (tangible returns)

Possible solutions, successes and failures
Sources of useful references material in relation to the section

Recommendations for tools and services which organisations have successfully used in addressing the

challenges

Cloud Security Slides

Cloud Workshop

Responsibility for Key Security Components in the Cloud

IT Security Component laas
User Access You
Data You
Applications You
Operating System (0OS) You
Network Traffic You
Hypervisor csp
Infrastructure CSP
Phvsica p—

You

CSP

Lol

E5P

50

CsP

CsP

CSP

CSE

21



https://www.alliances.global/wp-content/uploads/2019/10/Cloud-Workshop.pdf

Cloud Security Workshop

Session 5

Alliance - A union formed for mutual benefit’
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Security Analytics Open Forum

Session 6

Pragasen Pather

GM: Governance Risk
and Security

Sun International

Session Leader: Pragasen Pather — GM: Governance Risk and Security, Sun International
Session Title: Security Analytics
Session Synopsis:

Not all organisations have extensive experience of Security Analytics in the region but the adoption is
inevitable.

This session will provide those who have, an opportunity to benchmark, those who are tasting, some insight
into lessons learnt from those who have and the rest, the benefit of both.

Slides: Security Analytics



https://www.alliances.global/wp-content/uploads/2019/10/Security-Analytics.pdf

Pragasen Pather - Security Analytics - Session 6 Feedback

Good session. Asked a few interesting questions. Good conversation. VODACOM guy

a bit of a loud mouth.

Time to invest in a security analytical tool

Great topic and inline with my findings. The journey is one you should be taking some
time with

Interesting practical discussion. Enjoyed this.

It's clear that there is not a single tool or approach to this, so opening up the
discussion for us to learn from what others have experienced was particularly
interesting. Loved the concept of an Enterprise Immune System! Thank you!
Informative on the discussion session

Shared interesting insight, would like to continue the conversation with Pragasen.
Good discussion

Confirming current Al deployment

this was a great session. it was good to understand the same pain points i have, is
had by all...out perhaps how do we know resolve this.

Analytics, need to extend to Awareness.

Great Presentation though. enjoyed the discourse

Interesting conversation. We need a holistic view when adopting the security analytics

tools.

Great analogy USED to unpack analytics and Al.Al is here to stay, but use it within the constraints of your

current business, and allow it to learn gracefully

Nice to see how companies start to open around their experience, challenges and

viewpoints

Great session

Very relevant - with threats increasing in frequency Al is critical

Great case study kind of session . Engaging and provided lesson to optimize what you

have as a security professional

25
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TESTIMONIALS

Simphiwe Mayisela

Jenny Mohanlall

lan Keller

Justin Williams

Nadia Veeren-Patel

Oscar Stark

Nelesh Baichan

Yolanda Cornelius

Maclaud Mafaiti

Lukas van der Merwe

Nomaphelo Baloyi

Excellent

The Alliance Group is great networking and informative
to hear what others are experiencing and sharing

The best CISO event / group south of the North Pole

A great day to share and engage with peers and
benefit from their learnings.

| loved it, thank you Leigh, you promised me s
omething and finally someone has delivered on their
promise

CISO Alliance still remains the best platform for real
security discussions by security professionals for
security professionals

If you spend more on coffee than Cyber security..You
will be hacked

Great platform that encourages safe sharing.
One can learn and take away from your peers without
feeling that you will be in the press the next morning

This is a great opportunity for information sharing

Engaging with and collaborating with industry peer
in an open and authentic way is incredibly valuable.
There needs to be much more platforms of open
collaboration regarding cyber security to improve
resilience. Very valuable and insightful!

Best community , growing strong in SA .



Johannesburg Chapter 12th March 2020
Thank you to all our partners.

Thank you to all community
members for their loyalty in
creating an environment
for themselves.
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KnowBe4

Human error. Conquered.

Security Awareness Training

and Simulated Phishing Platform

Helps you manage the ongoing problem of social engineering

KnowBe4 Security Awareness Training

Old-school security awareness training doesn't hack it anymore. Today, your employees are
frequently exposed to sophisticated phishing and ransomware attacks.

~5 Baseline Testing

v¥-] We provide baseline testing to assess the
Phish-prone™ percentage of your users through
a free simulated phishing attack.

e 2 Train Your Users

"’ The world's largest library of security awareness
training content; including interactive modules,
videos, games, posters and newsletters.
Automated training campaigns with scheduled
reminder emails.

J Phish Your Users
Best-in-class, fully automated simulated phishing
attacks, thousands of templates with unlimited
usage, and community phishing templates.

\ See the Results

IBi. Enterprise-strength reporting, showing stats and
graphs for both training and phishing, ready for
management. Show the great ROI!

down more than half to just 15% in only 90 days by deploying
new-school security awareness training. The 365-day results

12%

) The System Really Works

27% — Initial Baseline Phish- With KnowBe4's massive database, we analysed nearly 9
© 20 AVG 30% prone Percentage: million users over the course of 12 months, and our 2019
& research uncovered surprising results. The overall industry
o 1% initial Phish-prone percentage benchmark turned out to be a
(8] i 0,
na.LJ 18% I—— 3 Months Later: troubling 30%.

AVG 15% .

2 15% o ’ Fortunately, the data showed that this 30% can be brought
g
<
80
<
o

e 12 Months Later: show that by following these best practices, the final

AVG 2%
6% | Phish-prone percentage can be minimized to 2% on average.
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Looking forward to our chapters
and roadshows in H2 2020
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